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1.7 Mobile IPv6 operational experiment in a real en-

vironment
1.7.1 Objectives

Recently, the demands for mobility in the Internet is growing, because of
the NAT-free address space obtained by IPv6 and many wide area data com-
munication technologies. The world, that we can assign addresses to any
devices we have and connect to the Internet using several access technologies
from every our belonging such as PDA, is coming. In such an environment,
we need mobility support for IP. Unfortunately, no network service provider
is providing IP mobility service now. We must convince both Internet users
and network service providers that the IP mobility technology is available
and operatable. Otherwise, commercial carriers won’t provide such a ser-
vice in the future and users never realize the necessity of mobility. In this
experiment, we demonstrate the mobility operation and services to con-
vince participants of the WIDE camp as a first step for the mobility service

deployment in a real world.
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The experiment has following four objectives.

e Operation of a layer 3 mobility service

— Discover any operational problems by operating home agents in
the WIDE camp network

e Demonstration of a benefit of the Mobile IPv6 route optimization

— Make users feel that a route optimization mechanism decreases
the delay of responses between a mobile node and a correspondent

node

e Demonstration of the vertical handover in a hybrid network environ-

ment

— Make users feel the benefit of moving between different media, by

designing a hybrid network which consists of Ethernet and wireless
LAN

e Actual proof of a combination with other networking technologies and
Mobile IPv6 technology

1.7.2 Network configuration

Figure 1.5 describes the network configuration we constructed.

WIDE camp network KAME K2 campus

Ve \Pv4 N\ 4 IPv4

USAGI homme network border Internet } border
route router IPv6->IPv-
USAGI TTB Translator
home agent
KAME home network
router mirror KAME
servers home agent

Ethernet (Plenaryi Ethernet (BOF) \ 4
»>Www-kame.camp.wide.ad.jp
Wireless (Plenary) Wireless (BOF) ;www-usagi camp wide.ad ]p

-

0 1.5: Network topology
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In this experiment, we designed the WIDE camp network as a set of 4 net-
works (2 networks by Ethernet and 2 networks by wireless(IEEE 802.11b)).
We operated 2 home agents and 2 home networks as a small layer 3 mobility
service provider.

Also, we put mirror servers of the WIDE camp web server, which have
Mobile IPv6 correspondent node functions. Any user who have Mobile IPv6
mobile node function can access the mirror servers using route optimization.

As we already mentioned, the WIDE camp network consisted of different
access media, which were Ethernet and wireless LAN, each had a different
subnet prefix. All users, whose node support Mobile IPv6, can roam from

one subnet to another subnet without terminating on-going connections.

1.7.3 Result

Participants

The number of participants is shown in table 1.3. 14 nodes participated

in this experiment as mobile nodes.

Operating System # of participants
FreeBSD + KAME 5
NetBSD + KAME 1

Linux + USAGI (PC) 6
Linux + USAGI (Zaurus) | 2
Total 14

0 1.3: The number of participants

Transition of home registration entry

Figure 1.6 shows the transition of the number of home registration entries
on the KAME home agent during the camp.
We saw maximum 14 entries during the camp. KAME creates 2 bind-

ing cache entries for every one home registration, the home agent served
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Home Registration Entry

14 T T T T

12 r 7

0r 7

0 1.6: The number of home registration entries

maximum 7 mobile nodes at the same time.

Transition of binding cache entry

Figure 1.7 shows the transition of the number of binding cache entries of
the KAME mirror server during the camp.
The mirror server had maximum 3 binding cache entries. Different from

home registration, one binding cache entry is created per one mobile node.

Route optimization ratio

Figure 1.8 shows the number of IPv6 packets, Home Address Destination
Option (HAO) and Routing Header Type 2 (RTHDR?2), which the KAME

mirror server sent and received.
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Binding Cache Entry

3 T T T T T T T T T

25T 7

151 7

05 r 7

0 1.7: The number of binding cache entries

1.7.4 Combination with other technologies

TTB

TTB is a production quality equipment for IPv6-IPv4 protocol transla-
tor. IPv6 only nodes can communicate with IPv4 only nodes using TTB
translation mechanism, and vice versa. In this experiment, we use TTB
as an [Pv6 to IPv4 translator so that Mobile IPv6 nodes can communicate
with IPv4 nodes in the Internet. A mobile node specify TTB address as
a name server address. When a mobile node try to resolve the IP address
of IPv4 only node, TTB returns an IPv6 address which is corresponding
to the translation table TTB keeps. A mobile node believes that the node,
which is connecting to, has the IPv6 address, in fact it doesn’t have. TTB
receives all traffic from mobile nodes to IPv4 only node via the IPv6 address

which returns as a response of a DNS query from mobile nodes, and trans-
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IPinput ——
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20000 ]
15000 [ ]
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0 1.8: The number of HAO and RTHDR2 packets

late IPv6 packets to IPv4 packets. In a reverse direction, T'TB receives all
traffic from IPv4 only nodes and translate them to IPv6 packets and for-
ward them to mobile nodes. From a mobile node point of view, IPv4 only
nodes can be treated as a [Pv6 node which doesn’t support Mobile IPv6.
Since the Mobile IPv6 specification allows to communicate with IPv6 nodes
which doesn’t support Mobile IPv6, there are no problem in communication
between mobile nodes and IPv4 only nodes via TTB.

We suggested all participants to use TTB as their name server, so that
they could communicate with IPv4 nodes. They could transit from IPv4
environment to IPv6 mobility environment without losing IPv4 communi-
cation. In addition, this provided not only IPv6 mobility, but also pseudo
[Pv4 mobility as a side effect.
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VoIP

The always asked question when we demonstrate Mobile IPv6 is what is
the good application for mobility. In this experiment, the USAGI project
demonstrated SIP and VoIP over Mobile IPv6. The application used in
this experiment was Linphone 0.10.1. Linphone was prepared for Linux
USAGI stack, since we should apply some fixes to the original Linphone
because it didn’t work well with IPv6 network. The patched Linphone was
distributed before the WIDE camp started. Linphone worked well in the
camp network. We can communicate between Linphones running on a Linux

PC and a Linux Zaurus, and between two Linux Zauruses.

1.7.5 Consideration

We operated two home agents during the camp. The operation itself was
quite stable and we saw no problem in providing Mobile IPv6 service to
participants. The most complicated task in the experiment is to set up
[P security associations between mobile nodes and home agents. We felt
we need some automatic mechanisms to reduce the load. Regarding to
the number of participants, we had only 14 participants out of over 300
participants at the WIDE camp. We thought the reasons why we couldn’t

get many participants are as follows:

e Most people don’t use UNIX /Linux recently. They cannot participate
in our experiment, since we cannot provide more popular operating

systems, for instance, Windows and MacOS.

e We requested participants to replace their kernel with the other kernel
we provided to add mobility support to the kernel. Usually, people

don’t want to replace their kernel to relatively unstable one.

The first problem is difficult to solve by ourselves. We cannot add mobil-
ity function directly to the commercial operating systems, because of the

following two reasons:
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e Their networking code is very different from *BSD and Linux which

we are using to develop our mobility protocols.

e Some of them don’t disclose the source code of their own.

The second problem can be solved by merging Mobile IPv6 parts to the
original UNIX /Linux distributions. We are planning to merge our code to
the original trees. This work in one of most important tasks in the next
year.

Next, though we tried to feel people the merit of route optimization feature
specified in the Mobile IPv6 specification, we couldn’t show it effectively.
Figure 1.8 shows some kind of route optimization ratio, however, it has
almost no meaning. There were only 3 clients which used route optimization
feature as we can see in Figure 1.7. This number is quite small compared
to the number of participants (14 participants). Most participants used
the official web server, not our mirror severs. We should have pointed our
mirror servers from the official dns name of the web server so that users
could use our mirror servers transparently.

Next, we provided Ethernet networks and wireless LAN networks so that
participants could move from one communication media to another media.
This worked technically, however, most participants seemed to use only
wireless LAN networks, since the WIDE camp network provides very small
number of Ethernet port to its participants. We think the WIDE camp is
not a suitable place for the demonstration of vertical handover. We should
prove it more realistic way, for instance, moving between PHS and wireless
LAN.

Finally, the combination with other networking technologies worked well.
Mobile IPv6 requires no changes to upper layer protocols and applications,
since it is a layer 3 protocol. We used TTB as a protocol translator and
VoIP as a communication application. These application worked causing
no problems with Mobile IPv6.
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1.7.6 Conclusion

In the near future, we will see the network environment which we must
move from one network to another network. For instance, we have PHS
data connection in most of our workplaces, and at the same time we may
have wireless LAN services. When we move from PHS only area to wireless
LAN area, it is natural for us to change the access technology from PHS to
wireless LAN. In such a situation we never want to terminate our on-going
connections when switching our access network from PHS to wireless LAN.

To make the above scenario possible, we need following things:

e A layer 3 mobility protocol which doesn’t depend on underlying com-
munication technologies and doesn’t require any changes to upper layer

protocols.
e A layer 3 operator service

In this experiment, we used the WIDE camp network as a model of the
future Internet which consists of various communication media and users
move among them. We chose Mobile IPv6 as a layer 3 mobility protocol,
since it doesn’t depends on layer 2 protocols and doesn’t require any changes
to upper layers. Also, we provided Mobile IPv6 service as an operator. Our
operation worked well. We will extend this kind of actual proof of a mobility

service in a wide area network.
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2.3 Implementation of Automatic Detection / Collec-
tion System for XSS Vulnerability

2.3.1 Purpose

In this working group we address the design of mechanism for detecting
and collecting XSS vulnerability. Our purpose is to not only protect the
participants against XSS attacks, but also collect and share the XSS vul-
nerability information, such as, XSS vulnerable web sites. We also discuss

how to warn the XSS vulnerable web sites.

2.3.2 Abstract

Implementation of Automatic Detection / Collection System for XSS Vulner-
ability

Eliminating XSS vulnerabilities in server side by using security tools and
by coding secure applications are not preventing the attackers from exploit-
ing new XSS vulnerabilities. Our approach is detecting XSS attacks in
the client side( such as the LAN the client connected to) by using network
proxy server as a check point for investigating XSS vulnerabilities. The
detection mechanism investigates the HT'TP traffic which gets through the

proxy server and collects the informations about XSS attacks.

Evaluation of this System

By deploying the system in WIDE camp it is important for us to test

the system in a realistic environment. Investigating how the system works,
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finding bugs and most importantly, knowing how much XSS vulnerability

1t covers 1S our main purpose.

2.3.3 Requirement

In order to investigate the HTTP traffics in WIDE Camp, we would like to
ask you to do some configurations in your web browsers. Figure. 2.2 shows
how we deploy our system. The detection/collection part which resides on

a proxy server and the database are circled in red dash line.

2.3.4 Evaluation

We measure the performance of our proposed approach on the number of
detected XSS vulnerable web sites.

Result

During the whole experiment period, the system investigated more than
8000 HTTP requests (HTTP GET requests) and the corresponding response
messages. Through the detection mechanism, the system detected 13 XSS
vulnerable web sites (note that those are not the XSS attacks, but the
vulnerable web sites that could be used to launch the XSS attacks). Except
some sample web sites we provided, the system detected a couple of new

XSS vulnerable web sites.

Problem and Future Work

From the participants point of view, the system protected them against
XSS attacks but it failed to provide a completely stable web environment.
For example, the system generated some false alerts and as a result, the
corresponding responses were blocked. Also, since every request is required
to be checked, the participants felt that the system violated their privacy.
Deploying the system directly in users computer by using local proxy might

avoid those problem but this approach need to be tested.
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; CpMonitor: Lazt 1 Minute Stats: fxpl - Topll port Thu S5& | = ||:||i|
e IE) REER FTEA BRECADG LD AP H '1;
FELAL Ej http:/ fopmonitor.campaide.ad jpfogi-binAvdtopn Port—fp1.pl j
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