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A Distributed Geographical Location Information System with
Flexible Privacy and Security Enhancement Functions

In this paper we propose the Geographical Location Information System with Privacy and Security
Enhancement (GLIPSE) functions. Our proposed system provides a way to manage geographical location
information (latitude, longitude, altitude) of mobile entities (Agent), connected to the Internet. The
novelty of this system compared to the conventional geographical location information system, lies in
its ability to control location information accessibility based on the privacy policies set up by each
agent. We propose the implementation of this function by introducing an Access Control List and
access management servers. The Agents are protected from being unwillingly identified or tracked by
a third party, through location information accessibility management. As this system uses Internet for
transferring data, encryption and digital signature using ESP and AH in IPsec are proposed to protect the
location information data from eavesdropping, interception, alteration or identity spoofing from outside.
We evaluate the performance of the system by measuring the time required for processing encryption and

digital signature.
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