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Chapter 1

In tro duction

Nautilus6's overall goal is to demonstrate the reality of IPv6 mobility. For this

to happen, seweral technologiesmust be integrated: host mobility, network mo-
bilit y, multihoming, seamlessmobility, security, accesscontrol, and applications
to demonstrate usages. Host mobility and network mobility are the core ac-
tivities. Multihoming is necessaryto provide constart accessto the Internet

and to enhancethe overall connectivity, whereas seamlessmobility is neces-
sary to enhancethe performance of handos. Security and accesscontrol are
required to allow deployment at a commerciallevel. Regardingthis latest activ-

ity, Nautilus6 is just seekingto integrate the minimum medanismsrequired to

corvince commercial players that IPv6 mobility is a reality, while applications
are necessaryto demonstrate the usefulnessand readinessof IPv6 mobility. Im-

plemertations are being tested and validated on an indoor testbed, and then

are demonstrated for a speci ¢ usage,while mature features are demonstrated
in an operational testbed.

This presert report details the progressof the Nautilusé project for the year
2004. This is the secondedition of such a report, after year 2003's progress
report [1]

The missionsand organization of the Nautilus6é project are detailed in the
next section (1.1). This year's progressis summarizedin section 1.6. The de-
tails on protocol developmert, standardization, testing, validation and researt
are reported in separatesectionsfor ead activity: Network Mobility in 2, Mul-
tihoming in 3, SeamlessMobility in 4 and Security and AccessControl in 5.
Developmert of other features such as applications are detailed in 6. In section
7 we then detail how our technologieswere demonstratedin Year 2004and how
we plan to demonstrate them further in Year 2005. The progresson our opera-
tional testbed are detailed in section8. In section9 we concludethis report with
perspectivesfor next year, and the status and cortributions of our international
partners and individual members.

The interested reader can seekmore information on our web site [2] whereas
our WIKI page[3] is resenedto WIDE menmbers and Nautilus6 members only.
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1.1 Project Overview

1.2 Motiv ations and Background

Mobilit y functions will be essetial to achievethe all-IP Internet and to connect
all devicesto the Internet at all time and any place. To achieve this ubiquitous
Internet, we need e cien t mobility support medcanismsto maintain ongoing
communication o wswhile on the move. Such medanism include host mobility
support (displacemer of a single host in the IP topology without breaking
open sessions)network mobility support (displacemen of an ertire network in
the IP topology without breaking open sessions),ad-hoc networking (routing

in an infrastructure-less network), in addition to other core IPv6 technologies
such as multihoming, auto-con guration, multicast, security, accesscortrol....

The combination of all these technologieswill enable on one side cars, trains,

airplanes to connectto the Internet and on the other side people carrying IP
devicesto keepuninterrupted accessto the Internet whether they are located
at home, o ce, or comnmuting betweenthem or shopping. It will also enable
new trends, sud as PANs (Personal Area Networks, small networks made of
a mobile phone, portable music players, PDAs and other devices carried by
people)to permanertly connectto the Internet via the mobile phone acting as
a mobile router.

In mobility speci cally, a lot of work has already been done at the IETF
in various working groups. The IP Routing for Wireless/Mobile Hosts WG
(MobilelP) hasbeendiscussinghost mobility support for a long time and came
up with the Mobile IPv6 protocol which adds mobility functions to IPv6 nodes.
The NEtwork MObilit y WG (NEMO) has been establishedin November 2003
with the goal to add mobile functions to IPv6 routers to allow mobility of
ertire networks. The context transfer and seamlessnobility WG (Seamoly) has
beenworking on standards to improve hando s (FMIPv6, CARD) and micro-
mobility (cellular mobility and paging) 1. At last but not least, the Mobile
Ad-hoc NETworking WG (MANET) has beendiscussingrouting protocols for
mobile and dynamic topologies. However, mobility features have been poorly
demonstrated and have not beenintegrated yet. The reasonwhich accourts the
most is probably becausehe focushasalways beenon the mobility managemen
protocols themselwes, and not on the architecture neededto deploy them.

There is thus a need to integrate all IPv6 and mobility features, and to
demonstrate how the mobility support mechanism could actually be deployed
in alive ervironment, in an operational, e cien t, secure,and integrated manner.
For doing so, not only mobility managemen protocols must be implemented,
but also most IPv6 features, accesscortrol, key exchange medcanisms, and
explicit IPv6 applications that can benet from mobility functions.

1.3 Missions and Ob jectiv es

Nautilus6 is a mission-orierted project established within the WIDE organi-
zation in spring 2003, to demonstrate how the long awaited mobile Internet
could be actually deployed. For doing so, we aim at demonstrating how IPv6

Imicro-mobilit y was later moved to the IRTF, the research side at the IETF
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and its mobility featurescould be implemented, integrated and deployed in an
operational, secure,and e cien t manner.

Nautilus6 will seekto selectand validate IPv6 mobilit y-related technologies.
The WG will uselETF standards whenewer appropriate or develop and stan-
dardize new oneswhen those are lacking within the IETF community. The WG
will either be testing existing implementations or implement them when none
are available. Also, Nautilus6é will designthe operational framework of mobile
Internet servicesto acceleratedeployment by the commercial ISPs and carriers
and will seekfor or develop applications to demonstrate the technology. It will
also pursue further researd into IPv6 mobility. The missionsof the Nautilus6
project are therefore:

To de ne the necessaryprotocol suite for commercial operation.

To push for and contribute to IETF standardization of newly designedor
selectedprotocolsif existing standards are not appropriate.

To dewelop referenceimplemertations of the required protocolsif existing
implementations are not appropriate.

To produce operational technology and Best Current Practices.

To develop new paradigms to evaluate the proper operation of developed
mobility technologies.

To demonstrate the technology in eld trials with businessplayers.

To show the businessreality of IP mobility in order to convince business
players.

To explore the nation-wide businessoperation.

To conduct further researt in promising areas.

1.4 Technical Activities

In order to achieve our goals, Nautilus6 must conduct parallel activities in a
number of areas. Nautilus6 is thus organizedinto cooperative sub-groups for
ead of the following activities:

Host Mobilit y

To brush up referenceimplementations of the IETF Mobile IPv6 speci -
cation for BSD and Linux.

Network Mobilit y

To researt into and study network mobility, to push standardization at
the IETF and dewelop referenceimplementations of the IETF NEMO
Basic Support speci cation and related protocols.

Multihoming

To researd into multihoming issuespertaining to mobility (mobile hosts
or routers with multiple interfaces, multiple mobile routers, etc), push for
standardization at the IETF and dewvelop the technology which canbene t
from it.
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SeamlessMobilit y

To study and dewelop fast handover technologies,sud as L2-trigger, and
IETF protocols FMIPv6, HMIPV6.

Security and AccessControl for Mobilit y

To selectkey exchangeand accesscontrol medanismsadaptedto a secure
operation of the mobility technologies.

Servicesand Applications for Mobilit y

To develop demonstrative applications and servicesthat require or bene t
from mobility medanisms.

Operation and Evaluation of the Mobilit y Tednologies

To demonstrate the readinessof the technology and evaluate its perfor-
mance.

1.5 Project Strategy and Time Line

Becauseead protocol required in our architecture are at various stagesof their
developmen processwe cannotdemonstrateeverything at onceright now. Each
protocol advancethrough the following humber of stepsat its own pace:

Speci cation

Implementation

Validation

Demonstration

Integration within the overall system architecture
Operational validation and evaluation

Actual Deploymernt

1.5.1 Incremen tal Testbeds

We are therefore developing incremertal testbedswhich are designedto match
the developmert of the necessaryprotocols. At the very early stage of the
dewvelopmert of a particular protocol, we will implement and test any given
new protocol on our in-do or testb ed. Mature implementations will then be
demonstrated on a light-weight demonstration testb ed to validate the inte-
gration of the new featureswith the overall systemarchitecture, to demonstrate
it publicly, and to evaluate its performance. The third stageis a (possibly large-
scale)operational testb ed where we want to usethe communication system
in real-conditions . This testbed will be built with the intent to cornvince busi-
nessoperators that IPv6 mobile technologiesare mature for real deploymert.
Each protocol will be moved further up from the in-door testbed to the real-
conditions testbed accordingto our progressin ead of the activities highlighted
earlier. Not to say, the testbedswill have to be adapted for each new protocol
that is brought in.
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1.5.2 Development and Deployment

We will go threw these stepsin two distinct phases rst the technical develop-
ment of the protocol suite, and then the actual deploymentof the technology.
The realization of the secondphasewill depend on the results obtained in the
rst

1st phase: Technical Development (2 years): The rst phaseis expected
to last two years. During that time frame, we will pursue stepsgoing from proto-
col designup to the operational validation and evaluation. We will be involved
in standardizing, implementing, testing, validating, evaluating the performance,
demonstrating, documerting, and further researding.

2nd Phase: Actual Deployment (1 to 2 years): Basedon the result of
the technical developmert phase,we will seekto demonstrate the operational
deployment of the mobility technologiesasneededfor commercialuse,i.e. taking
into considerationsecurity aspects(key managemen mecanisms,accessortrol
and accourting) and performanceaspects (fast hando s, etc). For doing so, we
should have a joint experiment with commercial ISPs and carriers under a real
situation.

1.6 Progress this year

During the course of this year, we have successfullyperformed the following
tasks:

Standardization

Our members were able to push and in uence IETF standardization for-
ward for many speci cations as this report shows, particularly in the
NEMO Working Group, and other working groups related to mobility.

Implemen tation

We have produced or contributed referencesmplementations for NEMO
Basic Support and FMIP on both Linux and BSD variants (seesections2
and 4). Note that it is important for us to implement the samefeatures
on the thesetwo distinct operating systems.

Testing

We have conducted numerous tests of our implementations (seesections
2 and 4) and ewaluated the multihoming capabilities of IPv6 references
implementations (seesection 3. We have also evaluated AAA implemen-

tations (seesection5). So far, our tests were always performed indoor.

Our technologiesmust now be fully validated and demonstratedin a more

realistic way, i.e. outdoor, within our e-Bike and e-Wheelhair demonstra-
tion platforms (seesection 7.2).

Demonstrations

We have deweloped speci ¢ applications to demonstrate our technologies
(adaptive applications 6.2 and Zaurus applications 6.1). The technologies
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we are developing were demonstrated in a few occasions,as this could be
seenin section7.1.

Op eration

We have completed the rst phaseof our operational experiment based
on Zaurus PDAs as this is detailed in section 8.1). We are cooperating
with SOI to provide them Mobile-IPv6 enabledPDAs (see8.2) and we are
setting up the secondphaseof the operational experimert (8.3).

Publications

Our members have contributed to IETF internet-drafts, RFCs and have
published in international conferencesand journals. Publications are de-
tailed in section 10.5.

Internal Cooperation

We have pursued our cooperations with the WIDE Working Groups US-
AGI, KAME andICAR (see7.1.2), and establishednew cooperations with
XCAST (see6.3), SOI (see8.2) and eCARE (see7.2). Internal coopera-
tion betweenWIDE Working Groupsis necessanyjf we want to be success-
ful to establishan e cien t IPv6 communication systemfor mobile users.
For the purposeof enhancingour own communication, we are setting up
video-conferencingtools (seesections6.3 and 6.4).

International Co operation

We were successfulin pursuing our cooperation bringing together re-
searders from Japan and France, although all of them have dierent
views, working style, and skills. Details of the output of the cooperation
and peopleinvolved are in section 10.



Chapter 2

Net work Mobilit y

Thanks to NEtwork MObilit y (NEMO) support which allows an ertire network,
referredto asa mobile network, to migrate in the Internet topology, anything will
soon be connectedto the Internet, particularly PANs (Personal Area Networks,
i.e. small networks attached to peopleand composedof Internet applianceslike
PDAs, mobile phones, digital cameras,etc.), networks of sensorsdeployed in
vehicles (aircrafts, boats, buses,trains), and accessnetworks deployed in pub-
lic transportation (taxis, trains, aircrafts, trucks and personalcars) to provide
Internet accessto devicescarried by their passengerqlaptop, camera, mobile
phone, and even PANs). Nautilus6 is participating both into the de nition
of the problem statemert and standardization at the IETF (section 2.1, mostly
with the NEMO Working Group), implemertation (both under Linux and BSD,
seein 2.2, 2.3 and 2.4), and researd in enhancedfeatures (i.e. routing opti-
mization, see2.5). Our cortribution regarding multihoming in mobile network
ervironments is described in section 3.

2.1 Standardization: NEMO Working Group and
NEMO Basic Supp ort

The NEMO Working Group: The NEMO Working Group as beenset up
at the IETF in October 2002thanks to our initiativ e. We are preserily chairing
this working group. We are authoring the terminology used by the Working
Group [4], and we have de ned the requiremerts for support solutions[5]. Those
documerts are still work in progressbut should be published as informational
RFCs in a few weeks. The NEMO working group is working on a solution
termed NEMO Basic Supmrt [6] on which we cortribute. This speci cation is
in the RFC queueand should be published in early 2005.

Overview of NEMO Basic Support: The primary objective of NEMO
Basic Support is to presere sessioncontinuity between CNs (Correspondent
nodes) and all MNNs (Mobile Network nodes) behind the MR (Mobile Router)
while the MR changesits point of attachment. This protocol assaiates eath
egressinterface of a MR with two distinct addressesmuch like what is donein
Mobile IPv6. The homeaddress(HoA) servesasa permanert location invariant

10
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identi er whereasthe care-of address (CoA) serwesasa routing directive to the
current point of attachment. The permanert HOA is obtained in the home
network and has the same pre x as the home link. The temporary CoA is
obtained in the visited network and formed from the pre x advertised on the
visited link. The purposeof the protocol is to establish bi-directional tunnels
betweenthe homelinks and the mobile network for eac 2-uplet HOA/CoA. This
protocol allows nested NEMO, i.e. mobile networks which MR gets attached to
a upper mobile network.

Problem Statemen t for NEMO Routing Optimization: Network mobil-
ity is achievedthanks to NEMO Basic Support which provides movemert trans-
parency to nodesbehind the mobile router. However, communication between
nodesbehind the mobile router and their correspondent su er from sub-optimal
routing of the packets through the home agert along with encapsulation over-
head at mobile routers. When multiple mobile routers form a topology known
as nested mobile networks, sud overheadsposecrucial problems for real-time
applications. At the IETF, we participate to the de nition of the problem state-
ment. Besidestaking part to discussionon the mailing list, we have submitted
a draft to the NEMO Working Group in which we detail the sub-optimal rout-
ing problem in nested mobile networks [7]. In this documert, we describe the
paths packets would take using existing Mobile IPv6 and NEMO Basic Support
medanismswhen oneor both end nodesof a communication ow are locatedin
a nestedNEMO. One of both of the end nodesmay themselesbe either mobile
nodes performing Mobile IPv6, or standard IPv6 nodesperforming no mobility
function at all. The path can becomeextremely sub-optimal if no optimizations
are provided.

2.2 Implemen tation:. NEMO BS on BSD (At-
lantis)

Atlantis is our rst implemerntation of NEMO Basic Support, for BSD sys-
tems|[8]. Atlantis wasbuilt ontop of KAME Mobile IPv6. This implementation
supports draft-ietf-nemo-basic-support-02 speci cation and is distributed from
the Nautilus6 project. This implemertation was usedin our demonstrations
early this year, but is not maintained anymore, sincethe developers of this im-
plemertation are now focusingon SHISA, the newer implementation of NEMO
Basic Support for BSD systems,which is described below.

2.3 Implemen tation: NEMO BS on BSD (SHISA)

SHISA[9]is a new Mobile IPv6/NEMO implementation which hasbeenbuilt on
top of the KAME code by KAME and SFC Mobile IPv6 team with corporation
with us. The new code is designedto work as user spaceprograms, whereasthe
old KAME Mobile IPv6 was built as a kernel function. In the new code, most
of Mobile IPv6/NEMO signalingis donein a userspacedaemonprograms. The
kernel only provides a few functions which cannot be moved to the user space.
Thesefunctions are padket forwarding, extension headerprocessing,duplicated
addressdetection and proxy neighbor discovery. Implementing in a user space
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will reducethe kernelsizeand makeit easyto implement new/enhancedfeatures
comparedto the kernel implementation. In our project and in other working
group in the WIDE project, many experiments have done using the SHISA
implemertation.

SHISA provides the Mobile IPv6 specication as de ned in RFC3775[10]
and RFC3776[11]. SHISA also provides NEMO Basic support function which
is basedon draft-ietf-nemo-basic-support-03[6]. Also, SHISA implemerts some
parts of the internet-draft [12] for multi-in terfacesupport. Unfortunately, SHISA
still have many unimplemented features. The developmert team will continue
to make e orts to implement as many features as possibleto make the stack
compliant to the Mobile IPv6 and NEMO speci cations. The code has been
mergedto the KAME repository. Anyone who would like to get and test the
code can retrieve the sourceby retrieving the KAME weekly snap-kit. [13]

2.4 Implemen tation:. NEMO BS on Lin ux (LIMO)

A new Mobile IPv6 stac is currently developed by the WIDE USAGI project
[14] and the Go-Core project [15] (from HUT, Helsinki University of Tecdnology
[16]). MIPL2 [17] is the name of the user-land developed by Go-Core, above
the IPv6 stadk developed by USAGI. It aims at implementing the Mobile IPv6
proposedstandard (RFC3775[10]) for Linux 2.6 kernel series.

We started to implement NEMO Basic Support at the end of November 2004,
after the rst MIPL2 candidate (MIPL2-R C1) wasreleased.Most of the work is
doneon the user-land side (MIPL2). This implementation is basedon the third
versionof the speci cation [6]. Basicfunctions are coded by Ville Nuorvala from
Go-Core project. This include the explicit mode signaling betweenthe Mobile
Router and the Home Agent, and the neededforwarding featuresin both nodes.
We work on the validation of this implementation (tests and debugging),and on
additional coding. We alsoexpect to validate and evaluate this implementation,
by participating to interoperability events suc asthe 6th TAHI evert [18] in
January 2005.

For the short term, we would liketo add the implicit mode, and integrate the
NEMO implemerntation to the main MIPL2 tree. For the middle term, we would
like to include pre x delegation features, and support for multiple interfaces,
particularly the mechanism de ned in [12] already supported by SHISA, the
implemertation on BSD.

2.5 Research: Route Optimization Scheme for
Nested Mobile Networks

This study focuseson sub-optimal routing in nested mobile networks con gu-
rations, as overviewed in section 2.1. We proposea generic schemeto provide
route optimization in such con guration. As an approac to the problem, we
rst de ned the problem statemert, and we analyzedvarious existing proposals.
Basedon the analysis, we proposeda route optimization schemewhich supports
various models of nested mobility. We designedand implemerted our solution.
Our evaluation was performed using the SHISA implementation of NEMO (see



CHAPTER 2. NETW ORK MOBILITY 13

2.3) on the K2 indoor testbed. Some tests were performed with a Home
Agent located in the twin testbed located in ULP Strasbourg, France. Both
gualitativ e and quantitativ e analysiscon rmed e ectiv enessof the scheme. The
schemeshows improvemerts in packet delay and protocol overhead,while main-
taining stability and scalability. The scheme provides su cien t optimization in
various scenariosof nestedmobile networks. The results of this work is reported
in a Master Thesis[19].



Chapter 3

Multihoming

A hostis said multihomed whenit hassewral IPv6 addressego choosebetween.
For a mobile host, this translates into a host either having multiple interfaces,
or multiple pre xes being advertised on the link an interface is connectedto.
For a mobile network, this translates into a mobile network having multiple
mobile routers, or a mobile router being multihomed (as a mobile node would).
Multihoming o ers many bene ts to hostsand networks. In particular, it allows
route recovery on failure, redundancy and load-sharing. In the forthcoming
sections, we describe our cortributions at the IETF regarding standardization,
and we describe the experimentations conducted in K2 and the researt being
carried on.

3.1 Standardization: Problem Statement for MIP6
and NEMO

The useof multiple interfacesis foreseento provide ubiquitous, permanert and
fault-tolerant accessto the Internet, particularly on mobile nodes (hosts and
routers) which are more subject to failure or suddenlacks of connectivity. Indi-

vidual solutions have been proposedto extend existing protocols but all issues
have not beenaddressedn a singledocumert, and none hasbeenstandardized.

As a rst step toward standardization, we produced a comprehensie prob-
lem statemert with the objective to raise the discussionat the IETF and to
make sure that forthcoming standards will addressall the issues.This problem
statemert is split into 3 separatedocumerts submitted to the IETF.

In the rst draft [20] submitted asan individual contribution to no speci ed
working group, we describethe bene ts of multihoming for both xed and mobile
hosts, routers and networks, through a number of scenarios,which emphasize
the needfor multiple interfaces,and the needfor multiple exit routers.

In the seconddraft [21] submitted as an individual submissionto the MIP6
Working Group, we describe issuesspeci ¢ to mobile nodes operating Mobile
IPv6. In this documert, we proposea taxonomy to classify the situations where
a mobile node could be multihomed. This taxonomy is then usedto highlight
the issuespreverting mobile nodesoperating Mobile IPv6 to be multihomed.

In the third submitted draft [22] submitted and acceptedasa NEMO Work-
ing Group documert, we describe issuesspeci ¢ to mobile networks managed

14
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by NEMO Basic Support. In this documert, we proposea taxonomy to classify
the situations where a mobile networks could be multihomed. This taxonomy
is then usedto highlight the issuespreventing mobile routers operating NEMO
Basic Support to be multihomed and nodesbehind the mobile router to get full
bene t of the mobile network being multihomed.

This work is performed in collaboration with a number of peoplefrom both
the WIDE community, and from outside WIDE. BesidesNautilus peoplebased
at K2, the main contributors are from Keio University and ULP Strasbourg.

3.2 Tests: Multihomed Mobile Networks

In the previous year, Nautilus6é already performed tests with multihomed xed

routers and multihomed xed networks (see[23, 24] or [1]). In this year, we
conducted further tests, this time in the NEMO context. The objectivesare to
investigate issuesthat prevent mobile network to be multihomed under the op-
eration of NEMO Basic Support and to determine which extensionsare needed.
The tests were performed with Atlantis, our implementation of NEMO Basic
Support (see2.2). We have particularly analyzedmobile networks with multiple

mobile routers and those with multiple NEMO-Pre xes. Our results were re-
ported in an Internet Draft [25] to the attention of the NEMO Working Group.
In this draft we explained our motivations, the results obtained from the tests,
the issueswe faced, and we tried to give somecluesto solve these problems.
We now plan to restart our tests from scratch, using the SHISA/NEMO im-
plemertation (see?2) in order to improve our draft and identify the interesting
topologiesfor our demonstration platforms.

3.3 Implemen tation: Multihoming  Support in
SHISA

In a mobile ervironment, the quality of the connectivity changesminute by
minute. Howewer, from the layer 3 mobility's point of view, the connectivity
will be provided seamlesslyto the layer 4 and upper layers. In such an erviron-
ment, applications sometimessu er from the change of latency or bandwidth.
To solve this problem, we proposeda medcanism which share the information
of communication ervironment between a mobile node and its correspondert
node by assigning a unique identier to ead interfaces of the mobile node.
The unique identi er assignmen and the identi er exchange mechanism, we
proposed, is described in [12]. Applications run on these nodes can know the
current communication ervironment basedon the ID which is available. The
detailed medchanism and the result of evaluation is reported asthe WIDE doc-
umert published from ICAR WG separately[26].

3.4 Research: Multiple Mobile Routers

In a mobile ervironment, there are two kind of nodes. One is a node which has
connectivity to the Internet, the other doesnot. In a vary basic mobile network
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ervironment, all nodesare connectedto the Internet through one mobile router
which has connectivity to the Internet. However, in such a con guration, con-
nectivity of all nodesinside the mobile network dependson the mobile router's
connectivity. To solve this problem, we proposeto use multiple mobile routers
if there are multiple nodeswhich have connectivity to the Internet inside the
mobile network. Using two or more mobile routers, we can increasestability of
the connectivity of the mobile network and we can get more bandwidth by uti-
lizing multiple connectionsof mobile routers. In our proposal, we have de ned
a messagdormat to exchangethe information of connectivity between mobile
routers. We have also implemented the mecanism and designeda sample sys-
tem which usesthe messagingsystem. We evaluated the validit y of our proposed
mechanism by testing the sample system. The detailed results are reported in
a separateWIDE documert [27] and in a Master Thesis [2§].

3.5 Research: Multihoming in Nested Mobile
Net works

Multihoming a nestedmobile network raisesnew issuesfor hosts: how to main-
tain IPv6 communication to all nodes inside a mobile network, how to allow
nodesto choosethe best default router in a multihomed mobile network. We
have studied what are the implications of multihoming and the aggregation of
seeral mobile networks. This study resulted into proposing an optimization in
Router Advertisemert to allow hoststo discover the hierarchy of Mobile Routers
in nested mobile networks. This work was published in [29]

3.6 Research: Miscellaneous

We cortributed to the writing of someresearth papers: mobile networks with
multiple accessinterfaces [30], mobile nodes with multiple interfaces[31, 12,
and mobile networks with multiple routers [32, 33, 34].
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Seamless Mobillit y

Seamlessmobility, i.e. without disruption of service, minimum loss of packets,
and minimum disturbance for the user, is necessaryin order to deploy mobility
services. We have therefore implemented seamlesanedcanismsspeci ed by the
IETF (i.e. FMIPv6), on both Linux (see4.3) and BSD (see 4.2) operating
systems. We also worked on L2 triggering medanisms (see4.4) and improved
our wirelessemulator (see4.5.

4.1 FMIPv6 Proto col Specication Overview

The FMIPv6 protocol enablesa MN to rapidly handle L3 handovers. It allows
nodesto make use of link layer information (e.g. a decline in signal strength)
and request information on neighboring APs (AccessPoint) and ARs (Access
Router) beforeactually switching to the new network. The protocol o ers some
more facilities such as packet bu ering by routers, tunnel establishmert with a
previous router etc. FMIPv6 is usedas an extensionto MIPv6. It is supposed
to optimize and not replaceit. FMIPv6 is Layer2 protocol agnostic. Both BSD
and Linux implementations are planning on making use of Nautilus6é work on
L2 Trigger standardization suc as:

http://www.ietf.org/in ternet-drafts/draft-ietf-dna-link-information-00.txt
http://www.ietf.org/in ternet-drafts/draft-k oki-mobopts-12-abstractions-01.txt

4.2 FMIPv6 Implemen tation on BSD (T ARZAN)

The BSD FMIPv6 implemertation (TARZAN) is designedto work asa SHISA[9]
extension (Fig.4.1). It is mainly situated in the user processspace. We use an
inter Layer Information ExchangeSystem(LIES)[35] for the L2 Trigger feature.

In Decenber 2004, we had a demonstration of a reactive mode of operation
(Fig.4.2). In the future, we plan to evaluate the implementation using the Wire-
lessEnvironment Emulator[36, 37]. The deadlinefor stable releaseof TARZAN
is end of March.

17



CHAPTER 4. SEAMLESS MOBILITY 18

Modified BUL
management

S
Binding
Update List

Current CoA/AR
Detection

RtSolPr/
PrRtAdv
FNA/FBU/
FBack
address/route
management
RAW

- Userland
Mobiity [ [] ioctl Kqueue
Socket | f Socket Kernel
S
Routing
Table LIES

| ICMPv6 I/0 ‘ ‘ MH 110 |
Driver II

CAR info.

|

1/

tunnel interface

Figure 4.1: FMIPv6 on BSD design

Fujisawa

SHISA HA Daemon

ThinkPad X22 (FreeBSD5.3) «

[

TARZAN AR Daemon J R | | AR |TARZAN AR Daemon
Seokris NET4521 (FreeBSD4.3) Seokris NET4521 (FreeBSD5.3)

| Network Switcher 2 |
TARZAN MN Daemon, SHISA MN Daemon
ThinkPad X40 (FreeBSD5.3)
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4.3 FMIPv6 Implemen tation on Lin ux

The Linux FMIPv6 implementation is designedto work asa MIPL2 extension.
It is situated in the userprocessspace. We usemethods provided by the wireless
tools package to communicate with the kernel and the network card driver.
Incoming 802.11beverts are received through RTNETLINK sockets and card
cortrol requestsleave through ioctl . We have constructed a custom testbed for
the developmert of the Linux implementation (Fig.4.3).

We are currently in the processof implemerting the AccessRouter. Pre-
viewed deadline for stable releaseis end of March.
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4.4 Exchange System (LIES)

For the L2 Trigger standardization, we proposed some abstractions of L2 in-
formation [38]. We also proposedan inter Layer Information Exchange System
(LIES) [35] asan implementation of L2 Trigger.

In LIES, a protocol ertity in the protocol layer can obtain information of
other protocol entities in other protocol layers. In addition, a protocol ertity in
a protocol layer can notify occurrenceof an evert to other protocol ertities in
other protocol layers. LIES doesnot intro duce dedicated systemcalls. It makes
use of existing system calls such as kqueue and socket.

We are currently in the processof developing new sophisticated implemen-
tations of LIES on BSD and LINUX, and applying LIES onto TARZAN 4.2.

inter-La yer Information

4.5 Wireless Environmen t Emulator (NX-02)

The Wireless Environment Emulator[36, 37] was deweloped as an equipmert
which can conduct a handover experiment realtime without using any actual
wireless accesstechnology. One of the feature of the Wireless Environment
Emulator is that it not only changescharacteristics and connection state of a
virtual wirelesslink basedon a scenario,but that it can provide a mobile node
with the information about a wirelesslink's state using the Physical Information
Protocol that we proposed(Fig.4.4).

In 2004, we improved its exibilit y for constructing network topology, and
developed an interactive userinterface. We plan to useit to evaluate FMIPV6.



CHAPTER 4. SEAMLESS MOBILITY

sript| | 2 Wireless
. ‘Environment

| Emulator
Pseudo Physical
Information y

Mobile Node

Figure 4.4: Wireless Environment Emulator

20



Chapter 5

Securit y and Access Control

The Mobile IP Authentication, Authorization, Accounting (AAA) wasconceived
to allow Mobile IP usersto accesgesourcesheing provided by an administrativ e
domain di erent than their home domain. The role of the Security and AAA
team is to investigate the security and accesscontrol issuesrelated to mobility
and to designthe AAA infrastructure while testing and contributing to di erent
implementations to bring them to the N6 demonstrations.

The actual requiremerts for mobility in term of AAA are as follows. First,
Inter-domain authentication of usersin roaming situations must be provided,
this meansthat the accessserers must be able to authenticate usersbelong-
ing to someadministrative domain by contacting the authentication servers of
the user's home domain. Secondly automatic bootstrapping of the authenti-
cation processwith minimal interaction with the users. And nally , the whole
infrastructure must be completely secure,providing messagentegrity and au-
thenticit y.

The NEMO use casehas the same requiremerts as the classic Mobile IP
use case. Howewer in a deployment point of view of the AAA infrastructure
for NEMO will be slightly dierent, indeed, we consider NEMO's AAA in-
frastructure requires more AAA entities. We are currently discussingthe nal
architecture of the AAA framework to be used with NEMO and speci cally
within the e-Wheelthair demonstration, and also for the operational testbed.

The AAA infrastructure being adopted is basedon the Diameter [39] pro-
tocol as a badk-end authentication framework and the PANA [4Q] protocol as
a front-end, providing secureway to bootstrap the authentication processand
transport the authentication messagesn a securemanner.

The PANA protocol is the interface betweenthe userand the badk-end AAA
framework. Enforcemert points implemerts the accesgights to the network and
are commandedby the PANA processesn-order to allow or deny usersrequests
to usethe accessseners.

The badk-end part basedon the Diameter protocol will usethe EAP-TLS
[41] standard as authentication mecanism.
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5.1 Test of the Implemen tation

An AAA medanism is an essetial componert when we consider to operate
mobility servicesas commercial services.We needto identify the userswho use
the servicesand we needto chargesomefeeif the serviceis not free. As described
above, we may need someextension or special processingfor mobility services,
however, the basic AAA mecdanism can be sharedwith other services.We had
a small testing camp to experiencesome AAA implementations to understand
the current software situation. Unfortunately, not so many implemertations of
AAA mechanism are available currently. We tried to install and operate two
AAA implementations. Oneis a DIAMETER implementation provided by INT

and the other is OpenDiameter, an open source DIAMETER implementation.

INT Implementation

At the momernt of this testing work, the INT implementation was in a
pre-releasestatus. The implementation included PANA and DIAMETER
functions which runs on the FreeBSD4+ KAME Mobile IPv6 system. The
topology we usedwith the test is describedin gure5.1. We succeededo
compile and install the software as described in the gure, however, we
failed to operate the nodesas we expected. We sav somePANA request
messagesert from the Mobile Node and DIAMETER messagesert from
the AAAL serwer to the AAAH server. However the AAAH sener didn't
work properly and we gave up the test.

OpenDiameter

OpenDiameteris an open sourceDIAMETER implementation distributed

from http://www.op endiameter.org/. The software distribution includes
only library functions which canbe usedwhen someondries to implement

a DIAMETER software. We searded for the implementation which uses
the library provided by the OpenDiameter, however we couldn't nd any
implemenrtation available at the momen.

In our project, most of AAA implementation works are being done by INT
members. They are rewriting the code. A new DIAMETER implementation,
which is dierent from the old implementation we used in this test evert, is
plannedto be implemerted next year. We will re-organizea test evernt when we
getanewimplementation. As describedin the section8.3, the Nautilus6 project
also plans to start a general purpose mobility service. In the service, we will
provide home agert serviceincluding AAA service. The new implemertation
will be usedin the mobility service.
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Figure 5.1: The topology we usedat AAA camp
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Applications and
Miscellaneous Activities

In this section, we detail the other typesof developmerts that we had to carry
on during the courseof this year. This includes the developmert of IPv6 ap-
plications, applications speci cally developed on the Zaurus PDA, and video-
conferencingapplications. In addition to that, we also establisheda multicast
connectivity.

6.1 Applications on Zaurus

This year, we created a complete cross-compiling environment for the origi-
nal Sharp ROM?, after writing a survey about the dierent ROMs and cross-
compiling possibilities?.

We also createda L2TP padkagefor Zaurus [42] sothat IPv6 accesscan be
provided over IPv4-only networks. We con gured and tested it sothat it could
work with di erent kinds of connections(WiFi, b-mobile, Air-H, Ethernet card),
and installed a public sener in K2 Campus. This work is a cortribution from
ENST-Bretagne partners.

Finally we cross-compiledMPEG4IP [43], a streaming solution, basedon
free and open standards. We had to work with its programmer Bill May to
solve a few bugs and seweral other problems, like the MP3 decader which was
too slow on the Zaurus, or the fact that the cross-compilerfor the Sharp ROM
is basedon an old and unsupported version of the GCC compiler.

6.2 Adaptiv e Applications

The objective of such applications is to improve the user experience, in an
environment where network conditions may change, which happens frequertly
in mobile environments: for examplewhen moving farther or closerto an access
point, when moving from one accessnetwork or from one accesstechnology to

Lhttp://www.nautilus6.org/op  eration/do wnload/cross _install-2.95.tar.bz2
2http://iwww.nautilus6.org/op  eration/zaurus.h tml
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another.

In a Mobile Network, this requires:
The detection of the network conditions by the Mobile Router;

Possibly, the publication of application pro les, sent by applications run-
ning on nodes inside the NEMO (for example, a Streaming Client can
notice the MR it would like to use the connection with the maximum
bandwidth, evenif the error rate is higher);

Communication betweenthe MR and the nodes of the Mobile Network,
to advertise the current status of the network;

The adaptation in itself (for example, a Streaming Client will ask the
Streaming Sener to sendthe data with a di erent bitrate).

The rst Adaptive Application was a streaming solution, to receive videos
inside the Mobile Network, basedon: Darwin Streaming Serer modi ed for
IPv6, MPEGA4IP, and MPEG-4 / MP3 les. Tednical details can be found
in [44], section2.4 and 2.6.

This was usedduring the UNS demonstration (see7.1.4), with those modi-
cations:

The MR retrievesinterface information using local Telnet; we now needa
better solution, like NEMO-level socket.

Pre-decided bandwidth information is sert to the Streaming Client with
a xed address/ port; we are now studying how to standardize what to
send, and how to transmit it, for example the MR could broadcast the
information inside the NEMO (using new or existing padets), or only
sendto applications which registered.

The Client requeststhe same video but with a dierent bitrate to the
Streaming Senwr;

To hide the handover (1 to 4 secondswithout connectivity), it starts play-
ing at the sametimestamp and leavesthe video window opened.

6.3 Applications for Video conferencing

Videoconferencingtools are interesting for seweral reasons:
Many are IPv6-enabled, and can use unicast or multicast streams;
They can usea very broad range of bandwidths;
They have important real-time constraints;

They are very "visual".
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First, we are using them in Nautilus6 to demonstrate the IP-layer proto-
cols we dewelop and promote : changesin network properties can be directly
*seen* by users (video stopping a few secondsduring a handover, quality or
responsivenessof the stream changing, etc).

Secondly when assaiated with appropriate measuremen tools, they are
useful applications to validate the protocol performances.

Sincethe Nautilus6 Working Group is composedof peopleworking in many
di erent places,Videoconferencingalso enablesus to collaborate more easily.

Finally, before promoting technology to the rest of the world, it seemsim-
portant to useit ourseles, to understand what peoplereally need, nd new
ideason how to usethesetools, and corvince peoplethat they are now mature.

Therefore, we have investigated seweral solutions [45]:

Based on H.323: commercial solutions (Polycom, Sorycom), as well as
free softwares (NetMeeting, GnomeMeeting, XMeeting, Zmeeting).

We plan to test solutions basedon SIP, like the JAVA application SIP
Communicator.

Using multicast protocols: VIC and RAT, modi ed to support IPv6.

We are also interested by the versionsof VIC and RAT which support the
XCast protocol, which presents great advantages over unicast and multicast,
for applications where limited numbers of usersneedto transmit data to pri-
vate multicast groups. We are working in collaboration with the WIDE XCast
Working Group as well aswith the ARMOR team (IRISA Rennes)(seel0.1.2)
which are dewveloping and deploying it.

We are nally supporting peoplefrom PLANETE (INRIA SophiaAntip olis)
who is the porting VIC and RAT to the Zaurus (see 10.3) Their intent is to
dewelop parts of the Virtual Reality ervironment (Virtual Eye [46]) on a PDA-
like platform. Sincetheir application is originally implemented for IPv4, they
started by porting it to IPv6.

6.4 Set-up of a Multicast link between ULP and
K2

With the aim of validating the compatibility of our protocols (particularly
NEMO Basic Support) with multicast capabilities, we have set up a multi-
cast tunnel betweenK2 and ULP. We also want to conduct researt activities
to optimize multicast routing in mobile ervironments. A third purpose,is to
actually use multicast capabilities for our internal video-conferencesthough
non-multicast mecanismscould also be used, asthe study in the previous sec-
tion (6.3 suggests). We may want to establish a native multicast connectivity
between WIDE and Renater in order to achieve this objective, basedon true
need.
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Demonstration of the
technologies

In the rst section 7.1 below, we detail what we demonstrated at a humber of
everts (Networld and Interop, ORF, UNS) and testing performedwith the ICAR
Working Group. Thesedemonstrations have always beenperformed indoor, on
a table, in a small booth. This is one of the parameter that highly cortribute
to the lack of attractivit y of our technologies which, by essence,should be
demonstrated in the open air while moving, i.e. where we actually needit.

In the year 2005, we will of course needto presert our work indoor, on
a table, as we always did. However, for our own experiments, and at some
limited events, we candemonstratean actual useof the technology, i.e. outdoor.
As detailed in section 7.2, we are designing an experimental testbed which is
portable, and which canbe con gured in di erent ways accordingto the purpose
of the demonstration, the protocolsbeing demonstrated, and, most importantly,
the usagebeing demonstrated: preserily, we have two usagesin mind, e-Bike
for leisure, and e-Wheeldair for people with disabilities, but any other could
be ervisioned.

7.1 Indo or Demonstrations

7.1.1 IPv6 ShowCase in Networld+In terop

Networld+In terop is one of biggest exhibitions of networking technology, ser-
vices and equipmerts in Japan. The exhibition has a special booth for IPv6
serviceand products called IPv6 ShavCase. We had a demonstration of a com-
bination of NEMO and multicast (using the remote subscription method) with
the Atlantis NEMO implementation at IPv6é ShowvCase. We also performed in-
teroperability of NEMO basicsupport with the mobile routers provided by Cisco
Systems,and interoperability of Mobile IPv6 with KASA GO IPv6/Mobile IPv6
implemertation provided by Elmic Systemsinc.

Figure7.1 shows the topology we usedat IPv6 ShowvCase. Multicast stream
was provided by BroadBand ShowvCase,which is another special booth held at
Networld+In terop for broadband services. Our mobile router (Mobile Router
1) received the stream and forwarded to the internal mobile network. Our home
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agert (Home Agent 1) served home agert serviceto a mobile node from Elmic
Systems(Mobile Node) and a mobile router from Cisco Systems(Mobile Router
2) in addition to our mobile router (Mobile Router 1). Also, a home agert
from Cisco Systems(Home Agent 2) served its function to our implementation
(Mobile Router 3) aswell astheirs (Mobile Router 4).
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Figure 7.1: The topology we usedat the IPv6 ShovCase

7.1.2 Cooperation with ICAR

Due to the useof similar network technologies,Nautilus6 and the ICAR Working
Group [47] worked together in seweral everts.

Nautilus6 has participated in iCAR testsin SFC campusin June, by setting
up seweral Mobile Routers and one Home Agernt. It wasthe occasionto write a
documert to setup a MR or a HA from scratch (seeNautilus6 Wiki).

In August, Nautilus6 attended the iCAR campin NAIST, to test and gather
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statistics with streaming applications, with dierent kind of connection tech-
nologies. Technical details can be found in [44], section 2.5 and 3.2.

For the ITS World Congresg48§], held in October 2004in Nagoya, Nautilus6
helped for the demonstrations, as well as for the conception of the systemto
evaluate the demonstration set up by iCAR.

7.1.3 Demonstration at ORF

Figure 7.2: ORF demonstration topology

Nautilus6 has participated to the Open Researt Forum event [49], held in
November 2004in Roppongi (T okyo). We have demonstrated Network Mobilit y,
Nested Mobility and MR-MR communication (gure 7.2). A Personal Area
Network (PAN) could move to three dierent foreign networks, including one
Mobile Network (Nested case). A Mobile Network Node in the PAN acted as
a Streaming Video Client, displaying video from a camerathat was itself a
MNN from another Mobile Network. Seweral IPv6 sensorsas well as an IPv6
camerainside the PAN could be monitored from the Internet, thanks to a JAVA
software installed on a Correspondert Node (gure 7.3).

7.1.4 Demonstration at UNS

Nautilus6 has participated to the Ubiquitous Network Symposium (UNS), held
in November 2004in Odaiba (T okyo). We have demonstrated Network Mobilit y,
Nested Mobilit y, adaptive video streaming and o w encryption using IPsec. A
PersonalArea Network (PAN) could move from oneforeign network to a Mobile
Network (Nested case). The Streaming Video Client in the PAN could adapt
the video streaming o w thanks to a simple protocol betweenthe Mobile Router
and the Mobile Network Node (see6.2). The signaling informations between
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Figure 7.3: Real-time display of sensorsinside a NEMO

the Mobile Router and its Home Agent were protected by IPsec, and we could
monitor the padkets on a sni er located on the path betweenthe MR and its
Home Agent. Also, a Correspondert Node could monitor the IPv6 sensors
located in the PAN, and displayed these informations on screenwith a JAVA
software (gure 7.3).

7.2 Outdo or Demonstration: e-Bik e and e-Wheelc hair

7.2.1 Common Comm unication System

Our intend this year is to demonstrate real usagesof our technologies,outdoor,
on a PAN-lik e architecture. Feature will include at rst NEMO BS, in a nested
fashion, multihoming, and if possibleseamlesssecurity and AAA mecdanisms.

The communication systemwill have to support the following features and
protocols:

NEMO Basic Support to handle network mobility and horizontal han-
dovers (handovers betweenthe sameaccesgechnology),

Somemultihoming features,to support multiple mobile routers and mul-
tiple interfaces,especially vertical handovers (handoversbetweendi erent
accesdechnologies),

Security and AAA features,in order to guarantee con dentialit y and pro-
poseaccesscontrol medanisms,

Seamlessviobilit y, for instance FMIPv6, to perform fast handovers, trans-
parertly to the users,

SomeMulticast features, for example XCAST streaming from the Mobile
Network,
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A protocol betweenthe Mobile Router and the Mobile Network Nodesto
advertise someof the interesting network informations. Sudc a protocol
could be used by the adaptive applications to adapt their ows to the
current network conditions.

7.2.2 Usages

We are thinking about 2 usages:e-Bike for leisure, and e-Wheeldair for people
with disabilities. We have already bought the equipmerts and we are naliz-

ing the setup. e-Wheeldair will be a simple variant of the e-Bicycle systems
described in the rst sectionbelow. Besidese-Bike and e-Wheeldair, the base
system could be con gured in as many denominations as there are usagesto

demonstrate. The communication systemand the equipmerts described in this

section will remain mostly the same whatever the usages,but the system will

have to be con gured in a way that matchesthe user requiremerts according
to its usage.For instance, the e-Bicycle described below doesn't have the same
reliabilit y, security and accesscontrol requiremerts if it's used for leisure, for
sightseeing, or for remen in the forest. Similarly, e-Wheeldair will have to be
adapted to the handicap of its user.

e-Bik e: we plan to demonstrate e-Bike betweenTokyo and the Hamanako
lake, where the next WIDE camp will be held in March 2005. Two dis-
tinct platforms are designedat both K2, Japan and ULP, France (seein
subsectionsbelow).

e-Wheelc hair: the dewvelopmert of Internet technologies basedon the

IPv6 protocol can allow real-time monitoring of people with health de-
ciencies and improve the independenceof elderly or disabled people.
We are currently designingthe necessarycommunication systembasedon
IPv6 protocols, and we are developing an electronic wheeldair to demon-
strate the bene t of IPv6 and mobility technologiesfor health-care usages.
This work is performed in cooperation with the e-Care project basedat

Keio University [50, 51, 52], and might involve the Handicom team based
at INT Evry [53 (also seesection 10). The motivations for this usage
and the details of the communication system have beenpublished in [54],

whereasdiscussionabout speci ¢ constraints and applications for this plat-

form can be seenin [55, 44]. The requiremerts from the point of view of
the usersand the details of this communication system are currently be-
ing discussedwith e-Care which have experience with the real needsof
disabled or elderly people.

Others: we expect members of nautilusé to actually usethe systemin
their own way. We are for instance thinking the designa real life game
in Tokyo or Yokohamainvolving players carrying a PAN and using IPv6
technologies.

7.2.3 System Overview at K2

The E-Bike (gure 7.4) is composedof a Personal Area Network (PAN, gure
7.5). We usethe following equipmerts for the PAN:
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Figure 7.4: The E-Bike

A Mobile Router. Weusea SONY VAIO U70 for our Linux platform, and
a SOEKRIS net4521 for our NetBSD platform. We are also looking for
other small equipmerts that could act asa Mobile Router. We have listed
someinteresting devicesin a report [56]. Basically we are looking for a
small and light device, with battery or easyto power, including seweral
network interfaces (Ethernet, 802.11, bluetooth, and PCMCIA in order
to use 3G cards), that could run a Linux (2.6 kernel) or *BSD operating
system,

A PANASONIC IPv6 webcam, to provide streaming video or pictures
from the mobile network,

Sewral IPv6 sensors,such as temperature/h umidity, acceleration, direc-
tion, and GPS sensors,

A SHARP Zaurus PDA, that can act as a video streaming player or can
be usedto browsethe Internet. It can act asa Volatile Mobile Node and
be brought outside of the Mobile Network by the user,

A power-over-ethernet (PoE) hub [57], that provides power to the sensors
and the SOEKRIS board. We can plug up to four PoE deviceson the hub.

7.2.4 System Overview at ULP

Our E-Bike (gure 7.6) is a little bit dierent from the K2 one. We use the
following devicesfor the PAN:

A Mobile Router. We use a SOEKRIS net4521 Card with Ethernet,

GPRS/UMTS, andtwo 802.11linterfacesasa mobile router. The Internet

connectivity is ensuredby GPRS/UMTS and 802.11interfaceswhereasthe

second802.11interface works in Ad Hoc mode in order to o er Internet

connectivity to the userterminal. A Hub (or a Switch) will be connected
to the SOEKRIS Ethernet port and will bind the dierent IPv6 sensors
to the Mobile Router.
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airH Internet

802.11

Figure 7.5: The Personal Area Network

Sewral IPv6 sensors,such as temperature/h umidity, acceleration, direc-
tion and GPS sensors.

A SHARP Zaurus CL-760 PDA as userterminal.
A Hub or a Switch, in order to bind all IPv6 sensorsto the Mobile Router.
A 12V battery pack, in order to power all devicesexcept userterminal.

The ULP E-Bike will support the same features and protocols as the K2
one.
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Chapter 8

Op erational Set-Up of the
Technologies

Right now, only host mobility (i.e. Mobile IPv6) and companion IPv6 pro-
tocols developed by other WIDE working group (mainly KAME and USAGI)
have reached the level of maturity neededfor an operational use. One of the
current Nautilus activity is thus the developmert of an operational testbed to
demonstrate the usefulnessand readinessof the Mobile IPv6 protocol.

Last year, Mobile IPv6 and applications to benet from mobility were de-
veloped on a PDA running Linux (Zaurus from Sharp). IPv6 applications in-
cluded web browsing, emailing, and voice over IP. This PDA was distributed
to a number of WIDE members. Conclusionsof this experiment are devisedin
section 8.1.

A newexperimernt is now being setup with the SOl working group in order to
distribute teaching materials to students in their wherealouts, still on the same
PDA, but enriched with new the Zaurus applications detailed in section 6.1.
Details of the collaboration with SOI are given in section 8.2. Besidesthis
experiment with SOI, we are also planning to setup a real operational platform
for Layer 3 mobility. Details of our plansareindicated in section8.3. In both the
experiment with SOI and the operational platform, statistics will be collected
to assesghe performanceand use of Mobile IPv6.

8.1 Conclusions on 1st Phase Zaurus Exp eri-
ment

We provided a Layer-3 mobility serviceby operating a home agert which was
located at K2 and provided around 40 Zaurus (with wirelessLAN card, 512MB
extension storage and a headset) to WIDE/Nautilus6 menbers with Mobile
IPv6 stack and VolP/Video streaming applications developed by the USAGI
project. Through the operation, we got the following results:

Home agert operation

{ The servicewas stable enough.
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{ However, we saw a few kernel crashes,during managing IPsec Se-
curity Asscciation/P olicy database. This bug was not xed, and
we cortinue to investigate this problem on the new implementation
(SHISA).

{ The registration procedureto add/remove mobile nodesto the service
wasvery hard. Fortunately, this time, we usedalmost static con gu-
ration for all mobile nodes,that madeit easierto managenodes, but
if we accept more usersand needto dynamically add/delete nodes,
we need someadvanced con guration interface for the service.

Zaurus operation

{ Most usersdid not use Zaurus for the experimert.

{ Applications we provided were not very attractiv e for them. e.g.
VolP application needspartners but ead participant doesn't know
other participants enoughto talk with a VolP application.

{ Connectionproblem. Most usershad IPv6 connectivity on both their
companiesand homes. However, while they are homeor in compary,
they usually usea PC and not Zaurus. We needto provide an easy
tunneling solution in future experimernts.

Most of userswho joined this experiment said that Zaurus is not suitable
device for always connectedernvironment mainly becauseof battery life. Also,
the VolIP application we provided wasnot a suitable application to make people
use Zaurus, sincemost of usersdidn't turn on the device. We needto consider
seriously what is the need for mobility and what kind of device are good to
realizeit.

We are now planning to set up an operational platform which is described
later, which should solve the managemen problem described above by providing
some user interface. About user nodes, we have already set up a L2P tunnel
sener to solve the accessibility problem. Also, we needto investigate the user
needsto make them usethe layer-3 mobility service. We also planning a new
application which we think peopleare interested in.

8.2 Experiment: Cooperation with SOI

The WIDE Working Group Sdool of Internet (SOI) [58] is dedicated to dis-
tributing university-level courses, using IPv6 Internet technologies. For the
momert, watching their streaming coursesrequires a standard computer with
correct bandwidth. The objective of the collaboration with Nautilus6 [55] is to
allow peopleto listen to courseswhile moving, for exampleduring the time they
spend everyday when commuting from their homesto their working place. The
sound is the most important at that momert, but the user may also want to
look at the slidesor just plain text goingwith the course. Thus, it canbe useful
to have a terminal with a screen,but that is still light and that can be held in
one hand.

Therefore, we need a small device (lik e cell phone or PDA), Internet con-
nectivity (at least enoughto listen to sound,i.e. 16 Kbps), and Mobile IPv6 to
provide for continuous access. We proposedthe following system architecture
to SOI:
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Zaurus PDA using Sharp's original ROM, which was modi ed by USAGI
to support MIP6;

WiFi and Air-H or b-mobile cards for the connectivity;

L2TP with the senerinstalled in K2 Campus,to have IPv6 evenin IPv4-
only networks;

Darwin Streaming Senwr;

mp4player cross-compiledfor Zaurus (see6.1), and modi ed to support
bookmarks and syndhronized slides display.

This work is currently under progress,and should be deployed before the
WIDE camp in spring 2005.

8.3 Next Steps: Set Up of an Operational Plat-
form

We are planning to provide a real operational platform for Layer 3 mobility ser-
vice. The operational platform will be somethingdi erent from the operational
experiment we did with Zaurusesthis year. The operational experiment mostly
focusedon Zaurus support and we focusedon applications on Zaurus and the
usageof a small mobile device, like Zaurus.

In order to demonstrate its operational value, dynamic security and access
control medhanismsmust be brought to the users. In our newly planning opera-
tional platform, we will host not only Zaurusesbut also various mobile devices,
including PC, embedded devices,and other systemswhich supports the IETF
standard Mobile IPv6 and NEMO protocols. Network mobility and multihom-
ing features will be added later oncethey reach a su cien t level of maturit y.
Performancemedanismssud as seamlessnobility and route optimization will
also have to be consideredin the future.

The operational platform will be constructed step by step. Here is the cur-
rent plan of the platform construction:

1. Build the basic platform which has a single home agert.

2. Add a web-baseduser interface to register the mobility service. This
includes,

Getting a home address/mobile network pre xes.

Getting security parameters which are required to operate Mobile
IPv6 and NEMO.

Somemonitoring functions to ched the activity of the home agert
and mobile nodes/routers.

3. Start operation of this platform.
4. Openthis platform to the public.

5. Add more enhancemen
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Add a dynamic keying support usedby mobility protocols.
Add an AAA basedauthentication framework.

High availabilit y mecanism.

Multicasting support.

Right now, we are trying to start the platform before the end of February
2005, possibly involving our French partners (ULP already hosts a HA, this
computer will be upgraded for the operational service).
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Conclusions and
Perspectiv es for Next Year

As the testbed showved, we are in the processof realizing e ective demonstra-
tions. The operational testbed is particularly important asthis is the rst-ev er
such an e ort is conductedin the world. As the developmert of the necessary
protocols goes, we will be able to enrich the operational testbeds and demon-
strate tremendous applications and usagesof the mobility technology. The
current operational testbed will serve as a base.

Particularly , network mobility featureswill allow usto bring the technology
to new areaswhere Internet technologieswere not yet ernvisioned, suc as bi-
cyclesor wheel chairs. While the E-Bike testbed may seemat rst sight funny
or uselessthe E-Wheeldair testbed is likely closerto the real usagesexpected
from the Internet technologies. Once this is demonstrated, it will not take long
before we are able to equip buses, taxis, trains, robots or people, which will
allow communication from everywhere, at anytime, with anybody and in any
form, voice and video.

We will alsoneedto conduct an evaluation of the proper operation of im-
plemerted protocols and the overall communication system. This evaluation
should be performed both basedon collected statistics, interoperability testing,
and simulation or analysis. We will also needto bring the knowledge of the
technology to the users,i.e. by writing documertation to teach how to useand
con gure the protocols.
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Contributors

The Nautilus6 Working Group is mostly basedat K2 and is composedby individ-
ual memberscoming either from WIDE (any WIDE member canjoin Nautilus6)
or not (non WIDE member must rst have their institution signa MOU ! with
WIDE).

10.1 International Collab oration

In order to achieve the integration and deployment of IPv6, the simultane-
ous e orts conducted in courtries that favor IPv6 must be brought together.
Particularly , Japanesereseartiers (mainly WIDE) are the IPv6 leadersin the
world, while French accourt for some of the pioneer researders in IPv6 and
asthe leadersin Europe. Korea is also one of the courtries that hasthe most
signi cantly demonstrated its commitment to IPv6. In addition, the need for
more cross-relationshipsbetween those courtries are generally emphasizedby
their governmerts. Complemertary e orts conducted in the world in IPv6 can
easily be put together basedon the already established relationships between
WIDE and foreign researters and organizations. Nautilus6 is spreading its
memberships based on existing foreign relationships particularly with French
and Korean researdiers.

10.1.1 WIDE Associated Teams

WIDE members coming from the following labs have cortributed to this year's
Nautilus6 activities:

Jun Murai Lab, Keio University SFC Campus, Japan [59]
Teraoka Lab, Keio University Yagami Campus, Japan [60]
Esaki Lab, Tokyo University Hongo Campus, Japan [61]
Internet Initiativ e Japan (11J)

Shinoda Lab, JAIST, Japan [62]

and other individual WIDE members

IMemorandum of Understanding
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10.1.2 Foreign Associated Teams

The following non-WIDE labs have signeda MOU with WIDE and have con-
tributed to this year's Nautilus6 activities:

LSIIT at Universite Louis Pasteur Strasbourg (ULP), France[63]
RSM at ENST Bretagne (ENSTB), engineeringscool, France [64]
LOR at INT Evry, engineeringscool, France [65]

France TelecomResearth and Development (FT R&D), France.
MMLAB at SeoulNational University (SNU), Korea [66]
ARMOR at INRIA (IRISA), public researd institute, France [67]

Individual Nautilus6 members also maintain cross-relationshipswith indi-
viduals from other courtries and institutions, particularly on IETF activities,
as this can be seenfrom our students exchanges(see10.2 below) and common
publications (see10.5belaw).

10.2 Student Exchanges

Following the signature of the MOU, we were able to exchangestuderts in both
directions for a few months. These exchangeswere very valuable as they help
to enforcelinks betweendierent labs. We will pursue such exchanges. The
following students have goneabroad, in either directions:

Romain Kuntz: Master student from ULP visiting K2 for a 6-mornths
internship, working on NEMO and multihoming. Romain is now working
at K2 asa researd assistart.

Francois Leiber: Master student from ENSTB visiting K2 for a 6-mornths
internship, working on applications and the set up of the demonstrations.
Francois is now working at K2 as a researt assistart.

Nicolas Montavont: PhD student from ULP, visiting K2 for a few weeks
to work on multihoming in nested mobile networks and multihoming ac-
tivities at the IETF (Mobile 1Pv6, NEMO).

Emil Ivov: PhD student from ULP, visiting K2 for a few weeksto work
on the FMIPv6 implementation.

YasuoAshina: Master student from Tokyo University visiting ENSTB for
2 months, working on the Zaurus operational platform.

Koshiro Mitsuy a: PhD studert from Keio University visiting ULP a cou-
ple of times to set up a NEMO testbed, FMIPv6 testbed, and multicast
capabilities.

Koki Mitani: Master student from Keio University visiting ULP a week
to setup a FMIPv6 demo.

Eun Kyoung Paik: PhD student from SNU, visiting K2 for 6 months,
working on multihoming in NEMO.
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10.3 Cooperation with other teams
During this year, we have collaborated with the following teams:

KAME (WIDE Working Group, Japan) [68]

USAGI (WIDE Working Group, Japan) [14]

SOl (WIDE Working Group, Japan) [58]
InternetCAR (WIDE Working Group, Japan) [47]
eCARE (team basedat Keio SFC, Japan) [51, 52, 50]
XCast (WIDE Working Group, Japan), [69]
Handicom (INT Evry, France) [53

PLANETE (INRIA Sophia-Antip olis), France

10.4 Participating People
The following people have cortributed to this year's Nautilus6 activities:

Thierry Ernst, from Keio University (SFC) is co-chair of N6 and is working
mainly onthe NEMO activity, the multihoming activity and the designof
the NEMO demonstrations. He is authoring or participating to a number
of drafts [4, 5, 20, 7, 21, 22, 12, 25], conferencepapers [70, 71, 54, 72, 29,
30, 32] and journals [33].

Keiichi Shima, from 113, is co-chair of N6 and is working mainly on Mobile
IPv6 and NEMO implemertation.

Koshiro Mitsuy a, from Keio Universtity (SFC) has contributed to most
of the implementations (FMIPv6, NEMO, ...) [8], to the set up of our
testbeds. He is in charge of the network administration at K2.

Romain Kuntz, from Keio University (SFC), hascontributed onthe NEMO
activity on Linux, the multihoming activity, and the designof the NEMO
demonstration testbeds. He authored [25, 56, 73, 74]. He is in charge of
the network administration at K2.

FrancoisLeiber, from Keio University (SFC), hascortributed applications
and on the demonstration activities. He authored [44, 55|.

Masafumi Watari, from Keio University (SFC) is working on RO in nested
mobile networks. His work is detailed in [7] and [19]. He performed
his ewvaluations on both indoor testbeds located at K2, Japan and ULP,
France. He hascortributed sometext in 2.5and hasalsohelpedin network
administration tasks.

Manabu Tsukada, from Keio University (SFC), is working on multihom-
ing. His work is detailed in his Master Thesis[28] and [27].
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Koki Mitani, from Keio University (Yagami), has contributed mostly to
the seamlessnobility activity (FMIPv6 on BSD, LIES, Wireless Environ-
ment Emulator). He authored [36, 75, 38, 37].

Rie Shibui, from Keio University (Yagami), has contributed mostly to the
L2 Trigger activity (LIES), and the Wireless Environment Emulator. She
authored [35].

Emil Ivov, from Universite Louis Pasteur, has contributed mostly to the
seamlesamobility activity (FMIPv6 on Linux). He authored [76].

Martin Andre, from Universite Louis Pasteur, has contributed mostly to
the seamlesamobility activity (FMIPv6 on Linux).

Nicolas Montavont, from Universite Louis Pasteur, hascortributed mostly
to the multihoming activity and authored a paper [29] and internet draft
[21] in cooperation with Nautilus while visiting K2. He recertly completed
his PhD dissertation [77].

EunKy oung Paik, from SeoulNational University, has contributed mostly
to the multihoming activity. While visiting K2, shewrote her PhD dis-
sertation [34], authored somepapersin cooperation with Nautilus [32, 33
and participated to [20, 22, 25].

Julien Bournelle, from INT Evry, is participating to the AAA activity. He
hasimplemented the AAA featurestested at K2, asoutlined in section 5.

Saber Zrelli from JAIST is participating to the AAA activity. He is cur-
rently de ning the AAA requiremerts and designingthe AAA infrastruc-
ture for mobility. He is also testing the INT implementation and has
contributed sometext in section5

Other peoplefrom ULP, Keio University, Tokyo University, ENSTB, INT
Evry, FT R&D, INRIA, KAME, and USAGI have either participated to
someof our activities or to discussionson our mailing list.

10.5 Summary of Publications involving Nau-
tilus6 members

Nautilus6 members have beeninvolved, either as rst authors, secondaryau-
thors, reviewers, or advisers,in the following publications:

Activit y NEMO:

PhD Thesis: [34]

Master Thesis: [19, 73]
Papers: [71, 32, 33, 31, 74]
Drafts: [6, 4,5, 7, 78, 79
Tedhnical Reports: [56, 8]
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Activit 'y Multihoming:

PhD Thesis: [77, 34]

Papers: [70, 30, 32, 29|
Drafts: [12, 80, 20, 21, 22, 25
Bachelor thesis[2g

Activit y Seamless Mobilit y:
Master Thesis: [75]

Papers: [35, 36]

Drafts: [39]

Tednical Reports: [37]

Miscellaneous activities

Papers: E-Wheeldhair [54, 55], XCAST [72]

Master Thesis: [44]

44



Bibliograph vy

[1] Thierry Ernst, Keiichi Shima, Koshiro Mitsuya, and al. Nautilus6 Work-
ing Group Activity Report in 2003. In WIDE Project Activity Report
2003 March 2004. http://mem ber.wide.ad.jp/draft/wide-draft-nautilus6-
2003activityreport-03.pdf.

[2] Nautilus6 Working Group, WIDE Project. Web page, As of January 2005.
http://www.nautilus6.org.

[3] Nautilus6 Working Group WIKI, WIDE Project. URL, As of January 2005.
http://www.nautilus6.org/con den tial/n6wiki/pukiwiki.php.

[4] Thierry Ernst and Hong-Yon Lach. Network Mobility Support Termi-
nology. Internet Draft draft-ietf-nemo-terminology-02.txt, IETF, October
2004. Work in progress.

[5] Thierry Ernst.  Network Mobility Support Requiremerts. Internet
Draft draft-ietf-nemo-requiremerts-03.txt, IETF, October 2004. Work in
progress.

[6] Vijay Devarapalli, Ryuji Wakikawa, Alexandru Petrescu, and Pascal Thu-
bert. Network Mobility (NEMQO) Basic Support Protocol. Internet Draft
draft-ietf-nemo-basic-support-03.txt, IETF, June 2004. Work in progress.

[7] Masafumi Watari and Thierry Ernst. Route Optimization with Nested
Correspondert Nodes. Internet Draft draft-watari-nemo-nested-cn-00.txt,
IETF, February 2004. Work in progress.

[8] Koshiro Mitsuya. Atlantis: Nautilus6 NEMO Basic Support Implementa-
tion. Implementation Report ir-nemo-bs-20040712-MitsugK.p df, WIDE
at Keio University, April 2004. http://www.nautilus6.org/do c/ir-nemo-bs-
20040712-MitsuyaK.pdf.

[9] SHISA: an implementation of Mobile IPv6 within the KAME IPv6 stac,
January 2005. http://www.mobileip.jp/,  http://www.k ame.net/.

[10] Johnson, D. and Perkins, C. and Arkko, J. Mobility Support in IPv6.
RequestFor Commerts (RFC) 3775,IETF, June 2004.

[11] Arkk o, J. and Devarapalli, V. and Dupont, Francis. Using IPsecto Protect
Mobile IPv6 Signaling BetweenMobile Nodesand Home Agents. Request
For Commerts (RFC) 3776,IETF, June 2004.

45



BIBLIOGRAPHY 46

[12] Ryuji Wakikawa, Keisuke Uehara, Thierry Ernst, and Kenichi Nagami.
Multiple Care-of Address Registration on Mobile IPv6. Internet Draft
draft-wakikawa-mobileip-multiplecoa-03.txt, IETF, June 2004.

[13] KAME weekly snap-kit. ftp://ftp.k ame.net/pub/k ame/snap/.

[14] USAGI Working Group: IPv6 and IPsec protocol stack for the Linux sys-
tem, WIDE Project. Web page, As of January 2005. http://www.lin ux-
ipv6.org.

[15] GO project, Service Architecture for the Nomadic Internet Users of the
Future. Web page, As of January 2005. http://go.cs.h ut. /.

[16] Helsinki University of Tednology. Web page, As of January 2005.
http://www.h ut. /.

[17] MIPL, Mobile IPv6 for Linux. Web page, January 2005.
http://www.mobile-ip v6.org.

[18] The 6th IPv6 Interoperability TestEvert, organisedby TAHI Project, Jan-
uary 2005. http://www.tahi.org/inop/6thin  terop.html.

[19] Masafumi Watari. A Route Optimization Sceme for Nested Mobile Net-
works. Master's thesis, Keio University, Japan, Graduate Sdcool of Media
and Governance,March 2005.

[20] Thierry Ernst, Nicolas Montavont, Ryuji Wakikawa, Eun Kyoung Paik,
Chan Wah Ng, Koojana Kuladinithi, and Thomas Noel. Goalsand Bene ts
of Multihoming. Internet Draft draft-ernst-generic-goals-and-tene ts-00,
IETF, July 2004. Work in progress.

[21] Nicolas Montavont, Ryuji Wakikawa, and Thierry Ernst. Analysis of
Multihoming in Mobile IPv6. Internet Draft draft-montavont-mobileip-
multihoming-pb-statement-01.txt, IETF, July 2004. Work in progress.

[22] Chan Wah Ng, Eun Kyoung Paik, and Thierry Ernst. Analysis of Mul-
tihoming in Network Mobility Support. Internet Draft draft-ietf-nemo-
multihoming-issues-01,IETF, October 2004. Work in progress.

[23] Tsukada, Manabu and Mitsuya, Koshiro and Charbon, Julien. Test of
multihoming with KAME implementation, Septenber 2003. Internal-Memo
(in Japanese).

[24] Julien Charbon, Manabu Tsukada, and Koshiro Mitsuya. Testing re-
sult of multihoming without mobility. Tednical report, July 2003.
http://www.sfc.wide.ad.jp/~tu-k a/T ermProWeb/report.html.

[25] Romain Kuntz, EunKyoung Paik, Manabu Tsukada, Thierrry Ernst,
and Koshiro Mitsuya. Evaluating Multiple Mobile Routers and Multi-
ple NEMO-Pre xes in NEMO Basic Support. Internet-Draft draft-kuntz-
nemo-ultihoming-test-00.txt, IETF, July 2004.

[26] Koshiro Mitsuya. A dynamic adaptation medanism of applications in a
mobile network. WIDE Memo wide-draft-icar-gnob-00.pdf, Keio University,
January 2005.



BIBLIOGRAPHY 47

[27] Manabu Tsukada, Koshiro Mitsuya, Masafumi Watari, and Keisuke Ue-
hara. A dynamic sharing mechanism of internet connectivity in mobile
network. WIDE Memo wide-draft-icar-mmrm-00.pdf, Keio University, Jan-
uary 2005.

[28] Manabu Tsukada. Multiple Mobile Router Managemen, January 2005.

[29] Nicolas Montavont, Thierry Ernst, and Thomas Noel. Multihoming in
Nested Mobile Networks. In International Symmsium on Applications and
the Internet (SAINT) - IPv6: Technolay and Deployment Workshop",
Tokyo, Japan, January 2004.

[30] Thierry Ng, Chan Wah amd Ernst. Multiple AccessInterfaces for Mo-
bile Nodesand Networks. In IEEE International Conferena on Networks
(ICON), Singapore, November 2004.

[31] Ryuji Wakikawa, Susunu Koshiba, Thierry Ernst, Julien Charbon, Keisuke
Uehara,and Jun Murai. EnhancedMobile Network Proto col for its Robust-
nessand Policy BasedRouting. IEICE Transactionson Communications,
Srecial Issue on Internet Technolagy 1Y, 2004.

[32] EunKyoung Paik, HoSik Cho, Thierry Ernst, and YangheeChoi. Load
Sharing and SessionPresenation with Multiple Mobile Routers for Large
ScaleNetwork Mobility. In AINA: International Conferene on Advanaed
Information Networking and Applications, Fukuoka, Japan, March 2004.

[33] Paik Eunkyoung, Cho HoSik, Thierry Ernst, and YangheeChoi. Designand
Analysis of ResourceManagemern Software for In-Vehicle IPv6 Networks.
IEICE Transactions on Communications, E87-B(7), July 2004.

[34] EunKyoung Paik. Performance Enhanacment for IPv6 Network Mobility .
PhD thesis, Seoul National University, South-Korea, School of Electrical
Engineering and Computer Science,August 2004.

[35] Rie Shibui, Koki Mitani, and Fumio Teraoka. LIES:A inter Layer Informa-
tion Exchange Systemfor Mobile Communication. In The Sixth Workshop
on Internet Technolagy (WIT2004), Decenber 2004. (in Japanese).

[36] Koki Mitani, Rie Shibui, and Fumio Teraoka. Experimental Implementa-
tion of the Wireless Environment Emulator for IP Mobilit y Experimert. In
IPSJ SIG-DPS, number 118, June 2004. (in Japanese).

[37] Koki Mitani, Rie Shibui, and Fumio Teraoka. Specic ations of Wire-
less Environment Emulator (NX-02), Decenber 2004. Internal-Memo (in
Japanese).

[38] Koki Mitani, Rie Shibui, and Fumio Teraoka. Unied L2 Abstrac-
tions for L3-Driven Fast Handover. Internet Draft draft-k oki-mobopts-
[2-abstractions-01.txt, IETF, October 2004. Work in progress.

[39] P. Calhoun, J. Loughney, E. Guttman, G. Zorn, J. Arkk 0. Diameter Base
Protocol, Septenber 2003. RFC 3588.



BIBLIOGRAPHY 48

[40] D Forsberg, Y. Ohba, B. Patil, H Tschofenig, and A. Yegin. Protocol
for Carrying Authentication for Network Access(PANA). Internet Draft
draft-ietf-pana-pana-07, IETF, Decenber 2004. Work in progress.

[41] B. Abobaand D. Simon. PPP EAP TLS Authentication Protocol, October
1999. RFC 2716.

[42] Bruno Deniaud and Francois Leiber. L2TP for Zaurus.
http://www.nautilus6.org/op eration/do c/howtousd2tp.txt.

[43] Francois Leiber. How to cross-compile MPEG4IP for Zaurus.
http://www.nautilus6.org/op eration/do c/tc-mp eg4ip.crosscompilation-
LEIBER.txt.

[44] Francois Leiber. IPv6 applications to demonstrate IP-layer mobility mecd-
anisms, Septenber 2004. http://www.nautilus6.org/do c/tc-application-
20040920-LEIBER.pdf.

[45] Francois  Leiber. A survey about Videoconferencing.
http://www.nautilus6.org/con den tial/do c/tc-demo-Videoconferencing-
LEIBER.h tml.

[46] Virtual-Ey e : A Large Scale Virtual ervironment. URL. http://www-
sop.inria.fr/planete/soft ware/V-Ey e/.

[47] InternetCAR Working Group (ICAR), WIDE Project. Web page,May As
of 2002. http://www.sfc.wide.ad.jp/In ternetCAR.

[48] Intelligent Transportation Systems. Web page, October 2004.
http://www.itsw ¢2004.jp/.

[49] The "Open Researth Forum" (ORF) 2204, November 2004.
http://www.kri.sfc.k eio.ac.jp/english/event/orf.h tml.

[50] Healthcare Informatics Researt Laboratory, Keio University Researt In-
stitute at the Shonan-Fujisawa Campus. Web page, Last visited January
2005. http://www.kri.sfc.k eio.ac.jp/english/lab oratory/ ecare.html.

[51] e-Care Town Fujisawa Project Consortium, Keio University Re-
searh Institute at SFC. Web page, Last vitited January 2005.
http://www.kri.sfc.k eio.ac.jp/english/consortium/ecare.html.

[52] e-Care Town Fujisawa Project Consortium, Keio University Researt
Institute at SFC. Web page, As of 2004. http://www.e-care-
project.jp/english/index.h tml.

[53] Handicom: Handicap Engineering and Communication Lab, at INT Evry.
Web page, Last visited January 2005. http://www.in t-evry.fr/handicom.

[54] Thierry Ernst. E-Wheelchair: A Communication System Based on IPv6
and NEMO. In 2nd International Conference on Smart Homesand Health
Telematic (ICOST), Singapore, Septenber 2004. Keio University, Japan.
http://icost2004.i2r.a-star.edu.sg.



BIBLIOGRAPHY 49

[55] Francois Leiber. Adaptive Applications and Usagesof Mobility in IPv6.
In Journees Scienti ques Francophones Tokyo, Japan, November 2004.
http://www.nautilus6.org/do c¢/misc-application-JSF-200411-LEIB ER.pdf.

[56] Romain Kuntz. Devices for a Mobile Router. Tednical report, Nau-
tilus6, Decenber 2004. http://www.nautilus6.org/do c/tc-demo-small-mr-
20041216-KurizR.pdf.

[57] Romain Kuntz. Transform a hub ELECOM Laneed LD-PSWOSN/AT
into a PoE hub. Tedhnical report, Nautilus6é, Decenber 2004.
http://www.nautilus6.org/do c/tc-p oe-hub-20041221-KuntzR-html/p oe-
hub.html.

[58] School of Internet (SOI) Working Group, WIDE Project. Web page, Last
visited January 2005. http://www.soi.wide.ad.jp/.

[59] Jun Murai Lab, Keio University Researt Institute
at SFC. Web  page, Last visited January  2005.
http://www kri.sfc.k eio.ac.jp/english/lab oratory/ internetR.html.

[60] Teraoka Lab, Keio University at Yagami. Web page, Last visited January
2005. http://lwww.tera.ics.k eio.ac.jp/.

[61] Esaki Lab, Tokyo University at Hongo Campus. Web page, Last visited
January 2005. http://www.hongo.wide.ad.jp/.

[62] Shinoda Laboratory at JAIST, Japan. Web page, Last visited January
2005. http://shino da-www.jaist.ac.jp/index.h tml.en.

[63] LSIIT, Universite Louis Pasteur (ULP), France. Web page, Last visited
January 2005. http://clarinet.u-strasbg.fr/english/index _en.php.

[64] RSM (Multimedia Networks and Services) department at ENST Bre-
tagne, France. Web page, Last visited January 2005. http://www.enst-
bretagne.fr/recherche/depts/depts/presentation.en.php?idD=7.

[65] LOR (LOgiciels-Reseaux)department at INT Evry, France. Web Page,
Last visited January 2005. http://www.in t-evry.fr/lor/eng/index.php.

[66] MMLAB, SeoulNational University (SNU), Korea. Web page, Last visited
January 2005. http://mmlab.sn u.ac.kr/.

[67] ARMOR (Architecture and Models of Networks) project at IRISA, France.
Web page, Last visited January 2005. http://www.irisa.fr/armor/index-
eng.htm.

[68] KAME Working Group, WIDE Project. Web page, As of 2004.
http://www.k ame.net.

[69] Yuji Imai. XCAST Related Researties. Web page, As of October 2004.
http://wiki.xcast.jp/cgi-bin/xcast-wiki.pl.

[70] Thierry Ernst and Julien Charbon. Multihoming with NEMO Basic Sup-
port. In First International Conference on Mobile Computing and Ubiqui-
tous Computing (ICMU) , Yokosulka, Japan, January 2004.



BIBLIOGRAPHY 50

[71] Thierry Ernst. Les ReseauxMobiles dans IPv6, Support Necessaireau
Multim edia. In Premiere Conference Nationale sur le Multim edia Mobile
(MCube), Montbelliard, France, March 2004.

[72] Thierry Ernst. DecreasingMobile IPv6 Signalingwith XCAST. In The In-
ternational Conference on Information Networking (ICOIN) , Jeju, South-
Korea, January 2005. (to appear in).

[73] Romain Kuntz. Developmert of a NEMO-based demonstration plat-
from in IPv6. Master's thesis, Universite Louis Pasteur, Stras-
bourg, France, Septenber 2004. http://www.nautilus6.org/do c/tc-demo-
platform-20041110-KuntzR.pdf.

[74] Romain Kuntz. IPv6 Network Mobility, Usage and Demonstration.
In Journees Scienti ques Francophones(JSF), Tokyo, Japan, November
2004. http://www.nautilus6.org/do c/misc-network-mobilit y-jsf-20040913-
KuntzR.pdf.

[75] Koki Mitani. A Seamlessviobilit y Mechanism Basedon Inter-Layer Control
Information ExchangeArchitecture. Master's thesis, Keio University Grad-
uate School of Scienceand Tednology Yagami Campus, 3-14-1 Hiyoshi
Kohoku-ku, Yokohama-shiKanagawa-ken223-8522 Japan, February 2005.

[76] Emil Ivov and Thomas Noel. Optimizing sip application layer mobility
over ipv6 using layer 2 triggers. IEEE Vehicular Tednology Conference
(VTC'04), Septenber 2004.

[77] Nicolas Montavont. Multiple Interfaces Managementand Fast Handover
Mechanisms on an IPv6 Terminal (Gestion Optimisee d'Interfaces Mul-
tiples et Prise en Compte des Depla@ments Rapides sur un Terminal
IPv6 Mobile). PhD thesis, Universite Louis Pasteur, Strasbourg, France,
Departemert Informatique, Laboratoire LSIIT, UMR CNRS-ULP 7005,
Septenber 2004.

[78] Pascal Thubert, Ryuji Wakikawa, and Vijay Devarapall. NEMO Home
Network Models. Internet Draft draft-ietf-nemo-home-network-models-01,
IETF, October 2004. Work in progress.

[79] Pascal Thubert and Nicolas Montavont. Nested NEMO Tree Discovery.
Internet Draft draft-th ubert-tree-discovery-01.txt, IETF, October 2004.
Work in progress.

[80] Nicolas Montavont, Thomas Noel, and Mohammed Kassi-Lahlou. Mipv6
for multiple interfaces. Tednical Report draft-montavont-mobileip-mmi-
0l.txt, IETF, October 2003. Work in progress.



