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The Internet growing in all respects. New types of devices are getting connected, newer applica-
tions are emerging and newer security threats are looming. Most important of all, the Internet
is permeating into every facet of our lives. Monitoring, managing and securing this Internet has
become a task of utmost importance. The WIDE-NetMan-Wg has been working to expand the
scope of network monitoring for effective management, and security.

The IETF-MIPv6-WG is working on a Mobile-IPv6 standard that will allow IPv6 communica-
tion between entities which may be moving across networks. Designing the standard framework
for monitoring and managing mobile entities is a challenge. The WIDE-NetMan-WG has been
working in this direction - as a first step the requirements are analysed and a preliminary MIB
is defined. The internet-draft has posted in the archives it is being discussed in the IETF-MIP6-
WG. This work is described in Section ?77?.

Along with monitoring, network security has always been found lagging behind the protocol
developments. The security threats that exist in an IPv6 network are still not fully understood
and analyzed and there are few IDS systems that are offering IPv6 security monitoring features.
We have been working on studying potential threats that may exist in IPv6 networks. We have
implemented the IPv6 signature based security monitoring features in onde of the most widely
used IDS systems - Snort. This work is described in Section ?77.

Network monitoring and management has always taken a a backseat in protocol development.
Though IPv6 devices are commercially available and operational in networks, few of these de-
vices offered any monitoring capability. This problem plagued the JGN-IPv6 testbed. To cope
with this problem we developed and extended our passive monitoring technology to monitor
multiprotocol networks. This system is now being used to monitor the JGN-IPv6 network. It
has proved effective and useful. This work is described in Section 77.

Knowing how the network links are being used and who is using them has been a requirement
since the early days networking. But with the spread of the Internet and it dynamic nature,
this is a challenging task. We extended our passive monitoring technology to aggregate and
synthesize flows based on network information. We then served the information in the context of
a network map. To obtain the network map related context information we peered with a local
BGP-router. That makes the system dynamic and self-sufficient. This proved to be a powerful
media of conveying the usage of the network at a given point of time, graphically and online.
This work is described in Section 77?.

Continuing our search to characterize Internet traffic we have analyzed the the traffic seen

on the WIDE backbone. On the one hand we have used this opportunity to characterize the
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usage of the network in terms of secure protocols and insecure protocols on the otherhand we
have attempted to study and understand the stability characteristics of the traffic. This work is
described in Section ?77.

As an example of the technique of data collection from mobile devices, we have experimented
with monitoring automobiles. We have used the data-aggregation technique to gather bulk data
at small intervals. A wide spectrum of interesting applications of this technology is emerging.

This work is described in Section ?77.



020 Development of MIP6mib

2.1 Introduction

The Internet has become an indispensable part of the infrastructure that supports modern
society. The move now is to make it ubiquitous. It should be available, anywhere, anytime, to
anybody stationary or, on the move. The emphasis is on mobile networking. The IETF-MIPv6-
WG is working on a Mobile-IPv6 standard that will allow IPv6 communication between entities
which may be moving across networks. Designing the standard framework for monitoring and
managing MIPv6 entities is a challenge.

In this section we describe the work that we are doing towards defining a portion of the
Management Information Base (MIB), the Mobile-IPv6 MIB, for use with network management
protocols in the Internet community. Mobile-IPv6 MIB will be used to monitor and control

Mobile Node, Home Agent and Correspondent Node functions of an MIPv6 entity.

2.2 The Mobile IPv6 Protocol entities

Mobile IPv6 (mipv6) [?] specifies a protocol which allows nodes to remain reachable while
moving around in the IPv6 Internet. An entity which implements the mipv6 protocol is an

mipv6 entity. There are three types of entities envisaged by the mipv6 protocol.

mobile node (MN): A node that can change its point of attachment from one link to another,

while still being reachable via its home address.

correspondent node (CN): A peer node with which a mobile node is communicating. The
correspondent node may be either mobile or stationary. [Note that a correspondent node

does not necessarily require mipv6 support.]

home agent (HA): A router on a mobile node’s home link with which the mobile node has
registered its current care-of address. While the mobile node is away from home, the home
agent intercepts packets on the home link destined to the mobile node’s home address,

encapsulates them, and tunnels them to the mobile node’s registered care-of address.

2.3 Mobile IPv6 Monitoring and Control Requirements

For managing an MIPv6 entity it is necessary to monitor the
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capabilities of MIPv6 entities

o traffic due to MIPv6

binding related statistics (at HA, CN, MN )

binding details (at HA, CN)
e history of binding updates (at HA, CN, MN)

The MIPv6 protocol document stipulates that several MIPv6 related parameters should be man-
ually configurable. The MIPv6 MIB should define managed objects that can be used to configure

the related parameters.

2.4 MIB Design

The basic principle has been to keep the MIB as simple as possible and at the same time
to make it effective enough so that the essential needs of monitoring and control are met. It is
envisaged that wherever possible existing MIBS will be used (e.g. IPSec MIB, Neighbor Discovery
MIB, Tunnel MIB..) for monitor and control of MIPv6 entities.

The MIPv6MIB comprises of following sets of groups

mipv6IP: a generic group containing objects that are common to all the mobile IPv6 entities.

mipv6HA: this group models the Home Agent service. It comprises of objects specific to the
services and associated advertisement parameters offered by the Home Agent on each of
its links It also contains objects pertaining to the maintenance of the Home Agent list on

each of the links on which the service is offered.

mipv6MN: this group models the Mobile Node service. It comprises of objects specific to the
Dynamic Home Agent discovery function and related parameters. It also contains objects

that record the movement of the mobile node.

mipv6CN: models the Correspondent Node and is primarily scoped to its participation in the
Return Routability procedure for achieving Route Optimization triggered by the mobile

node.

mipv6Notifications: defines the set of notifications that will be used to asynchronously monitor
the mobile IPv6 entities.

The tables contained in the above groups are as follows-
mipv6BindingCacheTable: contains the BindingCache.
mipv6BindingHistoryTable: the history of the Bindings.

mipv6NodeTrafficTable: the mobile node-wise traffic counters.
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mipv6MnBLTable: contains information about the registration requests sent by the mobile

node and the corresponding results.
mipv6CnCounterTable: contains the mobile node-wise registration statistics.

haAdvConfTable: contains the configurable advertisement parameters for all the interfaces on

which the which the home agent service is advertised.
haCounterTable: contains registration statistics for all mobile nodes registered.

haListTable: contains the list of all routers that are acting as home agents on each of the

interfaces on which the home agent service is offered by this router.

For the specific MOs in each of the tables please refer to http://www.cysol.co.jp/contrib/
draft-ietf-mip6-mipv6-mib-01.txt.

2.5 Security Considerations

There are a number of management objects defined in this MIB module with a MAX-ACCESS
clause of read-write and/or read-create. Such objects may be considered sensitive or vulnerable
in some network environments. The support for SET operations in a non-secure environment
without proper protection can have a negative effect on network operations. These are the tables

and objects and their sensitivity /vulnerability:

mipv6Enable: This value of this object is used to enable or disable the mipv6 functionality on

a mipv6 entity. Access to this MO may be abused to disrupt the mipv6 communication.

haAdvLifetime: Access to this object may be abused to set the advertised lifetime to incorrect

values. That will have an adverse impact on the mipv6 communication.

haAdvPreference: Access to this object may be abused to force MNs into selecting the wrong
HA.

Some of the readable objects in this MIB module (i.e., objects with a MAX-ACCESS other
than not-accessible) may be considered sensitive or vulnerable in some network environments. It
is thus important to control even GET and/or NOTIFY access to these objects and possibly to
even encrypt the values of these objects when sending them over the network via SNMP. These
are the tables and objects and their sensitivity /vulnerability:

The address related objects in this MIB may be considered to be particularly sensitive and/or
private. The care of address related objects reveal the location and movement of the mobile

node. This information may be considered to be private and sensitive and must be carefully
handled.

e mipv6BindingHst COAType,
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e mipv6BindingHstCOA,
e mipv6MnBLCOATYype,
e mipv6MnBLCOA

The mobile node’s home address and home agent related information may be considered to
be sensitive too as these may provide clues to a malicious party on ways to disrupt the mobile

nodes communication channels.
e mipv6BindingHstHomeAddressType,
e mipv6BindingHstHomeAddress,
e mipv6MnHomeAddressType,
e mipv6MnHomeAddress

The Correspondent node’s addresses related MOs will reveal the nodes with whom the MN is

corresponding. This information may be considered private and sensitive.
e mipv6MnBLNodeAddressType,
e mipv6MnBLNodeAddress

SNMP versions prior to SNMPv3 did not include adequate security. Even if the network itself
is secure (for example by using IPSec), even then, there is no control as to who on the secure
network is allowed to access and GET/SET (read/change/create/delete) the objects in this MIB
module.

It is important that implementers consider the security features as provided by the SNMPv3
framework (see RFC 3410[?], section 8), including full support for the SNMPv3 cryptographic

mechanisms (for authentication and privacy).

2.6 Status

The MIB definition is undergoing discussion in the IETF-MIPv6-WG [?]. The first revision of
the draft is ready. A preliminary prototype implementation is slated for March 2004. A MIPv6

network is being set up to experiment with the MIB.
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0 70 Cooperation with InternetCAR
WG

7.1 Monitoring framework for Internet Car

In 2003, we cooperated with InternetCAR WG, defined the car monitoring framework and
implement it on the car.

In the following we abstract the process of information collection as the act of monitoring
the value of an ”information object” or object. A standard and open framework is required for

Information Collection from automobiles. The framework should provide

e a means for defining objects which will be monitored
It is not possible to enumerate the list of objects that will or may be of monitoring interest.
Also, the objects of interest will vary depending on the monitored object. The list of objects

will grow in step with time and technological developments. The object definitions
— must be unique and unambiguous
— must be 'pluggable’ in the monitoring framework
e a message protocol for transferring information (the value of the objects)
The information will be carried from the car to the monitor (person or machine) by a
standard protocol which will be independent of the car or the monitor machine or person.
The message protocol
— should be lightweight.
— must have security mechanisms built in to provide privacy, authentication, integrity.
e mechanism for controlling access to the objects

Not all information will be accessible by all users. A standard mechanism must be there

to control 'read’ and ’write’ access to these objects.

The Simple Network Management Protocol (SNMP) [?] meets these requirements very nicely. It

comprises of

e Mechanisms for describing and naming objects and events for the purpose of management.
This is called the Structure of Management Information (SMI). The current version (SMIv2)
is described in RFC 2578 [?], RFC 2579 [?] and RFC 2580 [?].
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e Message protocols for transferring management information.
The current version of the message protocol is called SNMPv3 and is described in RFC
3412 [?], RFC 3414 [?] and RFC 3417 [?].

o A view-based access control mechanism described in RFC 3415 [?].

A more detailed introduction to the current SNMP Management Framework can be found in
RFC 3410 [?].

The objects which are the target of monitoring and control are called Managed Objects. Man-
aged objects are accessed via a virtual information store, termed the Management Information
Base or MIB. Objects in the MIB are defined using the mechanisms defined in the SMI.

7.2 Problems and solutions

The general data collection framework for vehicle network is ready with SNMP, but specific
problems are raised through the field test. Vehicles are connected with wireless data link, so it

has following specific problems for data collection.
e The bandwidth is narrow due to the limitation of cellular phone system
e The data link is likely to be disconnected by shadowing and/or physical condition

Those means the reliability and effectiveness are critical issues of the communication. The
bandwidth problem may be solved with 3G cellular service or 802.11a/b/g like infrastructure
in future, but is will be costly compared with existing wired link. And shadowing and physical
condition problem are essential with wireless communication.

Also, disconnection problem of mobile network requires bulk transport during a short period
when the connectivity is stable.

So, the techniques for compaction of the amount of data and transport it within small time
window is important.

On the other hand, vehicles are moving and everywhere on the road. So we can collect

followings as basic information from vehicles.

e GPS information

Geographical position

e Direction of movement

Moving information

Velocity

Acceleration

Start/Stop
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Winker status

Vehicle equipments

Wiper status

Road surface sensor

e ABS workload

This information is useful for various players like driver/owner, car vender, road service
provider, public transportation, traffic control, and many car related information service providers.

Drivers can obtain IP access from the car with his position and destination information.Car
vendors can obtain information for usage and maintenance. Public transportation service can
be improved with precise traffic information. Traffic control can be improved also for signal
deployment and the control. It is possible to realize many types of car related information
service provider.

To realize the mobile node imitated information collection, the design of notification data
is important. Useful notification can reduce the risk of data collection failure due to the link
stability problem. Useful notification is that it can notify the changes of mobile node status.

We define the following notifications to collect the vehicle information,

e Short Stop/Short trip

— This can notify distinct car movement, suppressing slight movement in traffic jam

— This is defined as threshold values for the combination of velocity and the duration
e Winker status

— This is usefulness to notify the intention of driver, which indicate the change of car

direction also

— This is useful to evaluate the effectiveness of PTPS at Yokohama public bus
e Wiper status

— This can notify the whether condition of car location

We can define many other notifications like this. Important point is that those notifications
have to be defined application by application. So, the definition and standardization should be

done carefully.

7.3 Application development

We are trying some of applications like below,
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e Load surface monitoring with JH
e PTPS evaluation with Yokohama city bus organization

e Load maintenance monitoring with Nagoya load management service

.........

ssssssssss

sssssss

0 7.2: Time-Event occurrence

7.4 Future work

We are continuing developing,
e Standardization of overall MIB structure for vehicle network
e Standardization (on going) Aggregation MIB
e Build concrete architecture of Mobile node initiated data collection

to build more reliable, efficient and useful system for the Internet Cars.
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0 7.3: Traffic JAM is caught by this system
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