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7% 2: Time line of experiments

Date

Events

2:00 PM, Sep. 5th

B

4:00 PM, Sep. 5th

FTTH [[f£ E~® 1Pv6 L2TP F ¥ F )b
DFERET

4:50 PM, Sep. 5th

BRI ORER T

3:00 AM, Sep. 6th

DHCP ~" LV AA—=DOHFLRE (Fzv 7
YALT—) BRE. camp-net A1
2 —0 5 Wil

9:00 AM, Sep. 6th

ENR OB FRGERE T

10:00 AM, Sep. 6th

started the WPA2 EAP-TLS O Biil &
DNS64/NAT64 12 X % IPv6 only 7 7
& B OWE % Bth

8:00 PM, Sep. 6th

4RD FERlEBRD 72 O FTTH [N[FED
B & PR

9:00 PM, Sep. 6th

4RD WL EBRD 7= D FITH [MHED
BEEEDT

10:00 PM, Sep. 6th

4RD Bl FRD 7= D D%k 1 & NOC
F — LT ORI

1:30 PM, Sep. 7th

SA46T IC X 5 IPvd 7 7 & ABET D
MAC 7 FL A=Y 2L .
SA46T 12 & % IPv4 7 7 & 2B % &
JIEAS A5

3:15 PM, Sep. 7th

BB INE % KA 7z 4RD Bl 72D
Bk

4:15 PM, Sep. 7th

fixed the mis-configuration of firewall on
MAC 7 FL2ERY = 79— LD
firewall DFRE I A ZFE L, BIE

5:47 PM, Sep. 7th

radius ¥ —NORE S AZREL. B
1E

10:00 PM, Sep. 7th

12T XTDOSNNFH WPA2 EAP-TLS
¥ 7213 widecamp-nowep T ESSID D\>»
DNHITHERE L . BEEHEERICSMTE
BIRBEIC 225 72 2 Z R

1:42 PM, Sep. 8th

DNS64 ¥ — 3 F°C¢ DNSSEC Z fHA)IC
R

4:30 PM, Sep. 8th

HEIZX S SA46T B X O 4RD DY
7 F —= v AMERE

5:30 PM, Sep. 8th

ns.wide EOFES A (lame delegation)

ZHpE, BIE

6:00 PM, Sep. 8th

Affr EIC X D, DNS64 ¥ — "%
WIDE 7 77 F L2 GHGT L 784 —
NABAT

8:00 PM, Sep. 8th

F&IC X 5 SA46T & 4RD D HEHRRAL
Bk

10:00 PM Sep. 8th

FITH MfED T ¥ —< VA F 2 —=
v 7% GkR

11:00 PM Sep. 8th

FITH B[RO T 4 =2V AF 2 —=
v IRET

11:00 AM Sep. 9th

camp-net % 15 1. TUNBHIGR

2:30 PM Sep. 9th

Uiy

TWwa7%, ¥IHIE NOC F— 4 T Fox Hunting 7 —
LZFER L. A WiFi L — %12 & % rouge AP DHL
DfiE b %% L 7%, rouge AP ZFH\»T IPv4 % b
D=7 72 AL TOESMFIIH L TUE, w7
DFEIEHETI™R A YL AT ILDHEL TV 5 IPv4
Fv b7 =27 %9 D, rouge AP £ L CTHEERICFHEL
OB IC 2 6 C L CRIIT 5, 7213 NOC
DNV T T A7 IS THBTHRAE L TWw 2 D SA46T #%
HDIPv4 v 7 —27 ZRHT 2 LK) IEL, TE?
FR D IPv6 only 7 7 & ABREIORGEFEERIC ST 2 X
DITHLD AT,

F21RTXHIC, 9 H 7 HF# 1 Kil2C SA46T I

k270 =)V IPv4 7 7 A% FIHT % 729D MAC
7 RV AR 2 7 _R=Y %L, 2NEIc 7 a—nN
WIPVA 77 v ADFIHZBIM L 72 £72. 9 H7H
$# 3 W 1543755 4RD 12 & % NAT44 4 L 7= IPv4 7
72 AR ZSME KL 72, Filoy 4 L5 4
Vo, IZEAEDSMFZEIZA L E DAL HIZ PG
DHDT 72 AR TRGTIIMI L2 ik 5,

32 7yU—h

ZCTREBRICH L TEIMFEIATo T v — b
ReWwetid 5, 77— MERIE WIDE 70> =7
FDORXYNR—=THIUL[22] THET L Z L TE %,
2011 4F 9 HAWESIMEZ IRE 153 4 T2 D H 5 2011
FIOHITHOTFR IIREETICT Y7 — MZREEL
72ZMEF I 110 %4, BIERT19% Th-o7z, K21kS
MEBFH L7277 2%y b7 =7 DflAEHLED
#HE, BEXONOC 235N L 729285% (IPv6 only 8 X O
SA46T) IZXT 2 RIEDOEHERTH 5, —/7, K31
4RD WAFERICH T 2 7 v 7 — F DEIHERTH 5,

X 2@a) XZMEDBFIH L7778 A%y T =0 D
HAADLEDEAZEF LR TI 5, B LIS
304 (19.6%) DS HEFEIHR T %38 L T NAT64
/ DNS64 12X %7 KL AZHaZ D IPv6 only DT 7
ARy b7 =7 THEE LI ERZE L%, 1IPv6 &
SA46TIZX B IPvA 77 A%y 7 =27 ZFIHL
EHE L 2BNE T T, LI 2 A, FIH
® WPA2 EAP-TLS Di%E F 7213 IPv6 only s 12 KHL
L. IPv4 7 F L ZAFIH DSBS 117 BERE T SA46T 1T
X2 1IPv4 778 A3y 7 =7 ITRITIAA R SINE DS
%hrotz, 33 HDENMFEIZIPv6 & 4RD BREZZ FIA L
EHELL, 26D —FIEMAC 7 FL A%
ZLTETIPVA T 7R AZHHAL L9 Lidilbido
7o —HTlERwd LHEHITE 5, 34 4D SNE L
2TOMAGEDLEZIKL, ZD% {1F4RD & SA46T
DHERRIZSINL 72 2INETH o7, K20e) BLO
2(d) 75 90 4DZME (58.8%) 134 [A] camp-net
THAE L 72 IPv6 only 7 7 & A DIE R SA46T THeft
L7IPva 77 ADWEICHR L L S TH o7,

SA46T S 4RD 7 ED IPv4 77 v AZFIH L 7. E 7
HHZDLTICHIET 2,

B 1) H-> T ¥ 72 PC |2 WIDE A GEHE %2 AU
72h5, A — )L — "B [Pvd DA T DNS B d X



NTWwWnid, sshcr A4 357212 IPvd
77 AEFAL T,

EH2) FIH L TWw3 0S (Windows XP 5° Mac OS X
1058 % &) TIPvO REDMTA o7, b LK
WEREDLFTDBOLPLTHES DT,

I8 3) Lenovo ThinkPad® D fERE LAN #%E T3 IPv6
only DFREN ) £ HETE o720, IPvd
77X AEFAL T,

I2H 4) skype > windows live messanger 7% £ @D IPv6
only BREZICAKRED 7 7)) 77— a v ZALHTH)
27012, IPvd 77w ZAZHAL 72,

BHS)IPv4 7 FLALLREIN TR LEH]D
VPN #—2% (IPsec VPN ¥ 72 1% PPTP) C#fed
527D, IPvd 77 AZFHL 7=,

¥/ 6) Andoroid OS T WPA2 EAP-TLS % #&%E L X
9 & L7Ds, AR % IPv4 TIT - T\ B %58)
ZRLIT-OTIPVA 77 AZHHL 72,

HBH7) H57x7R—I0 AAAA T D AR EH
IZ ServFAIL =7 —%3R L., BIETE Lo/
O, IPva 77 2R L 7=,

IEEH 8) DNS64 DINVEHEDE o720, IPv4 7
7 2%MHL %,

I 9) VMWare O NAT 225 A2 7 7 R A TE R
{ lrott-dic, IPvdaT7 7 AZFAL 7,

FE 10) SA46T & 4RD D HESHGEEEE IS % 7-
DIZIPvA 77 ARFIH L 7=,
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/48 Prefix Delegation

& ONU

& HGW

SEIL
/56 Prefix Delegation A

\/64 Router Advertisement

Q4rd-CE £

/64 Router Advertisement
@tunnel.core -

2001:200:0:ff95::/64

@ rtrcore

2001:200:0:f90::/64 192.168.1.0/24

O BEZRY b7 =Ny 7 R— R (9
A6 H F# 8 Rillk)

WIDE CAMP 2011 Autumn@Matsushiro 2011/9/15

Space
Satellite

vlan 960
ff96::/64
159.4/30

vlan 950
ff95:/64
5

159.8/30 @ tunnel.core
s,

IPv6
INTERNET

vlan 930
2409:150:9fff:./48

@ rtrcore 2 7, P
4rd-CE
vlan 210 p
f21:/64, « widecamp-sate
- NAT64/DNS64
Wi-Fi Prefix Information
ESSID vian id prefix
widecamp-4rd 500
« widecamp widecamp-sate 600 2001:200:0:ff60:/64
* widecamp-a widecamp-ij 880
- widecamp-nowep —
- NAT64/DNS64 e 900 2001:2000:90:/64
. 203.178.156.0/24
widecamp-nowep

) BfEFy b7 =07 7R RHD DRI

1: &ty b7 —27 Ok
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Hv6only M very confortable
V6 + sad6t m confortable

m satisfactory
W6 +4rd W inconvenient
W V6 + sad6t + 4rd W unbearable

W avoidanceto answer
1 no response

m avoidance to answer

W noresponse

Q@ ZMEPFH L LG L2 —F 7 (b) Ql: S HDEIETIZTIC IPv6 DA%
7% ADEE BRELELEBVLBTLED?

W very confortable

M confortable

m satisfactory

M inconvenient

W unbearable

W avoidance to answer
M no response

M yes

M no

m avoidance to answer
M no response

(©) Q2: LD %y bV — 7 DFEIXH (d) Q3: SSID:widecamp (2 £ T IPv4 D
MTLkd? R —ERAZ N L

X 2: NOC I X 2 EBD 7 v — MER
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M yes
mno
W avoidance to answer

W noresponse

W Good

W Satisfactory

m Poor

M Cloud notuse

m Did not try

W avoidance to answer
W no response

W Good

M Satisfactory

W Poor

m Cloud notuse

m Did not try

m avoidance to answer
W no response

25
(a) Q4: SSID: widecamp-4rd % {fi\> % (b) Q5: widecamp-4rd D E{FEREL I (c) Q6: widecamp-4rd D EFEREL -
L7=h? TOBEEIZ DD 572TL &9 H»? TOWEIZDE572TL & 9 »?
(Web) (Mail)

m Good M Good ® Good

m Satisfactory W Satisfactory W Satisfactory
W Poor W Poor m Poor

M Cloud not use M Cloud not use B Cloud not use
 Did not try m Did not try m Did not try

W avoidance to answer
W no response

W avoidance to answer
Hno response

W avoidance to answer

M no response

(d) Q7: widecamp-4rd DIBEEREE 1 (e) Q8: widecamp-4rd DIBFEREL I (f) Q9: widecamp-4rd DEfSEREE 1
TOMBEIF D572 TL & 9 »? TOMEEIZ DD 272 TL &9 H? TOMEIFDBE272TL &9 »?
(VPN) (Messenger) (SSH)

3: 4RD KAEEERD 7 v 7 — M SR

(#git clone git://linuxnaté64.git.sourceforge.net/gitroot/linuxnaté64/linuxnaté 4)

4: git IZ X % linuxnat64 O AT

#apt-get install linux-headers-'uname -r’ h
#cd <your working dir>/linuxnat64/modules/
#make

\_ J

3: linuxnat64 @ 2 ¥ 234 )L
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insmod /path/to/naté64.ko ipv4 address=203.178.159.25 \
prefix address=2001:200:0:££99::

ip link set nat64 up

ip -6 route add 2001:200:0:££f99::/96 dev nat64

ip route add 203.178.159.24/30 dev naté64

6: linuxnat64 DLHE) & 3E

ipv6 route 2001:200:0:FF99::/96 2001:200:0:FF81::37
ip route 203.178.159.24 255.255.255.252 203.178.158.37

7: cisco )L — 7 TD NAT64 ~D A Y F 4 v 7 FEPK D HE
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