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A Bind 9 A filter patch

MR O ZIERIC X D, 2012 4 WIDE &16 CThA% L 7z, Bind 9.9.2-P1 M1} A filter
patch % 2 ZIZIRT %, FIFHGEE LT, AAAA filter Da v 84 VA Sy avycay
NANL, D named.conf D X I REETAAAA 74 V¥ 4 72 a vz 7 DNS
forwarder & L THE|IE¥ 2 I L THD. quey.c 8LV message.c D AAAA 7 4 )L%
W EHMICA 74 VPICERLC0L7cd, £ 72 a v AAAA 7408 L
(U TH S, %8, NAIST TOEETDNS64 £ 20D A filter Z[F U bind THEj» 7
& 64 21T D Segmentation Fault 2354725 Z E DRI N T 5,

A.1 Bind 9.9.2-P1 A filter patch

diff -ru bind-9.9.2-P1l.org/bin/named/query.c bind-9.9.2-P1.a-filter/bin/named/query.c
--- bind-9.9.2-Pl.org/bin/named/query.c 2012-10-26 13:50:34.000000000 +0900

+++ bind-9.9.2-P1.a-filter/bin/named/query.c 2013-02-23 19:14:08.000000000 +0900

@@ -1348,7 +1348,7 @@

if (qtype == dns_rdatatype_a) {
#ifdef ALLOW_FILTER_AAAA_ON_V4
-isc_boolean_t have_a = ISC_FALSE;
+ isc_boolean_t have_aaaa = ISC_FALSE;
#endif

/*
@@ -1390,7 +1390,7 @@
if (result == ISC_R_SUCCESS) {
mname = NULL;
#ifdef ALLOW_FILTER_AAAA_ON_V4
-have_a = ISC_TRUE;
+ have_aaaa = ISC_TRUE;
#endif
if (!query_isduplicate(client, fname,
dns_rdatatype_a, &mname)) {
@@ -1444,7 +1444,7 @@
* There’s an A; check whether we’re filtering AAAA
*/
#ifdef ALLOW_FILTER_AAAA_ON_V4
-if (have_a &&
+ if (have_aaaa &&
(client->filter_aaaa == dns_v4_aaaa_break_dnssec ||
(client->filter_aaaa == dns_v4_aaaa_filter &&
('WANTDNSSEC(client) || sigrdataset == NULL ||
@@ -5224,6 +5224,7 @@
#ifdef ALLOW_FILTER_AAAA_ON_V4
static isc_boolean_t
is_v4_client(ns_client_t *client) {
+ return (ISC_TRUE);
if (isc_sockaddr_pf(&client->peeraddr) == AF_INET)
return (ISC_TRUE);
if (isc_sockaddr_pf(&client->peeraddr) == AF_INET6 &&
@@ -6756,7 +6757,7 @@

if (type == dns_rdatatype_any) {
#ifdef ALLOW_FILTER_AAAA_ON_V4
-isc_boolean_t have_aaaa, have_a, have_sig;
+ isc_boolean_t have_a4, have_aaaa, have_sig;

/%
* The filter-aaaa-on-v4 option should
@@ -6765,8 +6766,8 Q@
* even in if it is not in our cache. This assumption could
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* be wrong but it is a good bet.

*/

-have_aaaa = ISC_FALSE;
-have_a = !authoritative;
+ have_a4 = ISC_FALSE;
+ have_aaaa = 'authoritative;

have_sig = ISC_FALSE;
#endif

/%

@@ -6803,10 +6804,10 @@
* that AAAAs can be hidden from IPv4 clients.
*/
if (client->filter_aaaa != dns_v4_aaaa_ok) {
-if (rdataset->type == dns_rdatatype_aaaa)
+ if (rdataset->type == dns_rdatatype_a)
+ have_a4 = ISC_TRUE;

+ else if (rdataset->type == dns_rdatatype_aaaa)
have_aaaa = ISC_TRUE;
-else if (rdataset->type == dns_rdatatype_a)
-have_a = ISC_TRUE;
}
#endif

if (is_zone && qtype == dns_rdatatype_any &&
@@ -6866,7 +6867,7 @@
if (client->filter_aaaa == dns_v4_aaaa_break_dnssec)
client->attributes |= NS_CLIENTATTR_FILTER_AAAA;
else if (client->filter_aaaa != dns_v4_aaaa_ok &&
- have_aaaa && have_a &&
+ have_a4 && have_aaaa &&
('have_sig || !WANTDNSSEC(client)))
client->attributes |= NS_CLIENTATTR_FILTER_AAAA;
#endif
@@ -6934,10 +6935,10 @@
(!WANTDNSSEC(client) || sigrdataset == NULL ||
!dns_rdataset_isassociated(sigrdataset))))
{
-if (qtype == dns_rdatatype_aaaa) {
+ if (qtype == dns_rdatatype_a) {
trdataset = query_newrdataset(client);
result = dns_db_findrdataset(db, node, version,
- dns_rdatatype_a, O,
+ dns_rdatatype_aaaa, O,
client->now,
trdataset, NULL);
if (dns_rdataset_isassociated(trdataset))
@@ -6977,7 +6978,7 @@
* if the recursion for the A succeeds.
*/
result = query_recurse(client,
-dns_rdatatype_a,
+ dns_rdatatype_aaaa,
client->query.qgname,
NULL, NULL, resuming);
if (result == ISC_R_SUCCESS) {
@@ -6988,7 +6989,7 @@

}
}

-} else if (qtype == dns_rdatatype_a &&

+ } else if (qtype == dns_rdatatype_aaaa &&
(client->attributes &
NS_CLIENTATTR_FILTER_AAAA_RC) != 0) {

client->attributes &=

Only in bind-9.9.2-Pl.a-filter/bin/pkcsil: Makefile

Only in bind-9.9.2-P1.a-filter/bin/python: dnssec-checkds.py

Only in bind-9.9.2-Pl.a-filter/bin/python: Makefile

Only in bind-9.9.2-Pl.a-filter/bin/tests/system/dlz: prereq.sh
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Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.

2-P1.a-filter/bin/tests/system/ecdsa: prereq.sh
2-Pl.a-filter/bin/tests/system/gost: prereq.sh
2-P1.a-filter/bin/tests/virtual-time: conf.sh
.2-Pl.a-filter/bin/tests/virtual-time: Makefile
Only in bind-9.9.2-Pl.a-filter/contrib: check-secure-delegation.pl
Only in bind-9.9.2-Pl.a-filter/contrib: zone-edit.sh
diff -ru bind-9.9.2-Pl.org/lib/dns/message.c bind-9.9.2-Pl.a-filter/lib/dns/message.c
--- bind-9.9.2-P1.org/lib/dns/message.c 2012-10-26 13:50:34.000000000 +0900
+++ bind-9.9.2-Pl.a-filter/lib/dns/message.c 2013-02-23 18:36:17.000000000 +0900
@0 -1811,14 +1811,14 @@

norender_rdataset(const dns_rdataset_t *rdataset, unsigned int options)

{

switch (rdataset->type) {
-case dns_rdatatype_aaaa:
+ case dns_rdatatype_a:

if ((options & DNS_MESSAGERENDER_FILTER_AAAA) == 0)

return (ISC_FALSE);

break;

O O O © W ©

case dns_rdatatype_rrsig:
if ((options & DNS_MESSAGERENDER_FILTER_AAAA) == 0 ||

- rdataset->covers != dns_rdatatype_aaaa)
+ rdataset->covers != dns_rdatatype_a)
return (ISC_FALSE);
break;

Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.
Only in bind-9.

.2-Pl.a-filter/lib/dns/tests: Makefile
.2-P1.a-filter/lib/export/dns/include/dns: Makefile
.2-P1.a-filter/lib/export/dns/include/dst: Makefile
.2-P1.a-filter/lib/export/dns/include: Makefile
.2-P1.a-filter/lib/export/dns: Makefile
.2-P1.a-filter/lib/export/irs/include/irs: Makefile
.2-P1.a-filter/lib/export/irs/include: Makefile
2-Pl.a-filter/lib/export/irs: Makefile
.2-P1.a-filter/lib/export/isc/include/isc: Makefile
2-P1l.a-filter/lib/export/isc/include: Makefile
.2-P1.a-filter/lib/export/isc: Makefile
.2-P1.a-filter/lib/export/isc/nls: Makefile
.2-P1.a-filter/lib/export/isc/nothreads/include/isc: Makefile
.2-P1.a-filter/lib/export/isc/nothreads/include: Makefile
.a-filter/lib/export/isc/nothreads: Makefile
.2-P1.a-filter/lib/export/isc/unix/include/isc: Makefile
-P1.a-filter/lib/export/isc/unix/include: Makefile
-P1.a-filter/lib/export/isc/unix: Makefile
.a-filter/lib/export/isccfg/include/isccfg: Makefile
.a-filter/lib/export/isccfg/include: Makefile
-P1.a-filter/lib/export/isccfg: Makefile
-P1l.a-filter/lib/export: Makefile
-P1.a-filter/lib/export/samples: Makefile
-P1.a-filter/lib/export/samples: Makefile-postinstall
-P1.a-filter/lib/irs/include/irs: Makefile
.a-filter/lib/irs/include/irs: netdb.h
.a-filter/lib/irs/include/irs: platform.h
-Pl.a-filter/lib/irs/include: Makefile
-Pl.a-filter/lib/irs: Makefile
-P1l.a-filter/lib/isc/tests: Makefile
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A.2 named.conf for DNS forwarder by Bind 9.9.2-P1 A filter patch

key "rndc-key" {

algorithm hmac-md5;

secret "HXE6UugyLhLiRcHttJ2R7e7rEwnDt6x2pjE38aB3EH8=";
};

controls {
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inet 127.0.0.1 port 953
allow { 127.0.0.1; } keys { "rndc-key"; };
};

logging {
channel remote_log {
severity info;
print-category yes;
print-severity yes;
syslog locall;
};
category resolver { remote_log; };
category security { remote_log; };
category queries { remote_log; };
category default { remote_log; };
};

options {
directory "/etc/namedb";

allow-recursion { 203.178.136.0/26; 127.0.0.1; ::1; 10.0.0.0/8;
recursion yes;
pid-file "/var/run/named/pid";
dump-file "/var/dump/named_dump.db" ;
listen-on-v6 { any; };
// deny-answer-addresses { 0.0.0.0/0; };
forward only;
forwarders { 2001:200:0:££10::4 port 53; };
filter-aaaa-on-v4 yes;
filter-aaaa { any; };
/%
dns64 2001:200:0:ff64::/96 {
clients {
i1
};
mapped { !'rfc1918; any; };
suffix ::;
recursive-only yes;
break-dnssec yes;
};
*/
};

acl rfc1918 { 10/8; 192.168/16; 172.16/12; };

zone "." {

type hint;

file "named.root";
}s

zone "rpz.camp.wide.ad.jp" {
type master;

file "rpz.camp.wide";
allow-query { any; };

};
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