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2.2 A brief report of IP traceback experiment with Japan ISPs
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IP traceback is a tracking technique the true forwarding path of packets/flows, even
if the target packet is source-spoofed. Now we are trying to deploy a hash based IP
traceback and an ineter-AS traceback exchange architecture in the real internet, with 3
Japan comercial ISPs and WIDE backbone. In this presentation, we breifly present our
activity.
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2.4 Message Forwarding Strategies for Inter-AS Packet Traceback
Network
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Inter-domain traceback techniques and architecture has been long wanted to locate the
ingress point of a DDoS attack on the intradomain backbone network, to discover the
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source Autonomous Systems (ASes) of address spoofed packets, and/or to detect sus-
pected nodes on local subnets. We have proposed an inter-domain traceback architec-
ture, called InterTrack, which designed to meet the current routing / network operation
manners and policies. In this paper, we try to explain out message forwarding strategies
of our inter-domain traceback architecture with several pseudo codes, and we explore
the ways of constructing an Internet-wide packet traceback network both in-band and
out-band while considering deployment models of InterTrack.

2.5 Message Forwarding Strategies for Inter-AS Packet Traceback
Network
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DDoS attacks have created a need for components that not only filter out these mali-
cious flows but also track these flows back to their source, even if spoofed. To track back
over inter-domain, an Autonomous System (AS) has to determine the actual upstream
ASes about the targeted flow. Usually, inferring the upstream AS of a flow requires
collecting large amount of packets, classifying packets to unique flows and analyzing
the upstream ASes of each flow. This method consumes too much storage and wastes
much time. To reduce such costs, we propose a new method for inferring flow direction
using flow sampling techniques. Through several experiments and improvements, we
finally developed a Flow Direction Inferring (FDI) algorithm and an FDI system which
allows an AS to determine the upstream AS and / or downstream AS of a single packet
exported by sFlow on a Border Router (BR), without classifying packets to a flow.
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